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OMNMPEAENEHUNA

B HacTosAwem [OOKYMeHTe WCNOMb3ylTCA Chnefylowmne TepMuUHbl N KX
onpegenexHus.

ABTOMaTM3NPOBaAHHAA CUCTemMa - CUCTeMa, COCTOALLAA U3 MepcoHana u
KOMMJieKca CpefiCTB aBTOMaTM3aLMn ero AeaTeNlbHOCTU, peanusyrolas nHpopma-
LNOHHYIO TEXHO/IOTUIO BbIMOHEHUSA YCTAHOB/IEHHbIX (DYHKLUMIA.

AyTeHTU(MKaLMA 0OTNPaBUTENA aHHbIX - NOATBEPXAEHMEe TOro, 4YTO OT-
npaBuUTeNb NOJIYYEHHbIX AAHHbIX COOTBETCTBYET 3aAB/IEHHOMY.

Be3onacHOCTb MepcoHaNbHbIX [faHHbIX - COCTOSIHWE 3alULLLEeHHOCTK
MepcoHaNbHbIX  AaHHbIX, XapakTepusyemoe CMOCOOHOCTbIO  MO/b30BaTESNEN,
TEXHUYECKUX  CPeACTB U WMH(OPMaUMOHHbLIX  TeXHosorumm  obecneynTb
KOH(hMAEHUMANbHOCTb, LeNOCTHOCTb U AOCTYMHOCTb MepPCOHasbHbIX AaHHbIX Mpu
X 06paboTKe B MH(OPMALNOHHBIX CUCTEMAX MepCOHaNbHbIX AAHHbIX.

BvomeTpuyeckne nepcoHasnbHble JaHHble -  CBefleHUs, KOTopble
XapakTepusyT Qu3nonornyeckne oCobeHHOCTM 4Ye/loBeKa U Ha OCHOBE KOTOPbIX
MOXHO YCTaHOBUTb €ro /IMYHOCTb, BKAtOYasd QoTorpadum, oTrnevaTku Masbles,
obpa3 ceTyaTKuM rf1a3a, OCOBEHHOCTWM CTPOeHUs Tena W APYryw nojobHyto
NH(opMaymio.

BEnoknpoBaHne MNepcoHasibHbIX [AaHHbIX - BPeMeHHOe npeKpalweHune
06paboTKN NepcoHanbHbIX AAaHHbIX (332 UCK/IHOYEHMEM C/yyaeB, ecnv 06paboTka
Heo6XoAMma 419 YTOUHEHUSA MepPCOHaNbHbIX AaHHbIX).

Bupyc (KOMNbHOTEPHbIN, NPOrpaMMHbIA) - UCNOMHAEMbIA NPOrpamMmMHbIi
KOL WNN MHTepnpeTupyeMblii Habop MHCTPYKUMIKA, obnajatoLimii CBOMCTBaMM He-
CaHKLUMOHMPOBAHHOIO pacrnpocTpaHeHUs U camoBocnpounssegeHns. CosfaHHble
Ay6/MKaTbl KOMMbIOTEPHOIO BMpYCa He BCerga cosnafatT C OPUrMHANOM, HO CO-
XPaHAKT CNOCOBHOCTL K Aa/ibHeillemMy pacnpocTpaHeHW0 U caMOBOCNpOu3Bee-
HUIO.

BpefoHOCHaa nporpamma - nporpamma, npegHasHayeHHas 4/1a oCyLLecTB-
NeHNs HecaHKLMOHWPOBAHHOIO AocTtyna u (Man) BO3AENCTBUS HAa MEpPCOHasbHble

OaHHbIE NN pPeCYpPChI I/IH(*)OpM&LI,I/IOHHOVI CUcTeMbl NEPCOHa/IbHbIX AaHHBLIX.



BcnomoraTenbHble TeXHMYECKMe CPeAcTBa WM CUCTEMbI - TeXHMYecKue
CPeACcTBa MU CUCTEMbI, He MpeAHa3HayYeHHble Ana nepegayn, 06paboTKM U XpaHEHUS
MepCcoHanbHbIX AaHHbIX, YyCTaHaB/MBAaEMble COBMECTHO C TEXHUYECKUMMK CPeAcT-
BaMW U cUCTEMaMK, NpeAHasHavyeHHbIMU ANnS 06paboTKM MepPCOHaNbHbIX AaHHbIX
WA B MOMELLEHUAX, B KOTOPbIX YCTaHOB/IEHbl MH(OPMAaLMOHHbIE CUCTEMbI MEPCO-
Ha/lbHbIX AaHHbIX.

[ocTyn B onepauuoHHYK cpegy KomnbkoTepa (MHGOPMaLNOHHOW
CUCTEMbl MEPCOHasIbHbIX [AaHHbIX) - MO/ly4YeHMe BO3MOXHOCTM 3anycka Ha
BbINONHEHME LUTATHbIX KOMaHA, (QYHKUMWIA, npoueayp OnepauyoHHON CUCTEMbI
(YHWUTOXKEHMS, KOMMPOBAHUSA, MNepeMeleHns un  T.N.), WUCMOMHAEMbIX (aiinos
MPUKNaAHbLIX NPOrpamm.

JocTyn K MHgopmaymm - BO3MOXHOCTb MONYYEHUS MHGOPMaUMM U ee UC-
Nonb30BaHUA.

3aknafo4Hoe YCTPOMCTBO - 3/IEMEHT CPeLCcTBa CbeMa MH(OPMaLLMK, CKPbITHO
BHeApsieMblli  (3aKNadblBaeMblii WA BHOCUMbIA) B MeCTa BO3MOXHOIO Cbema
nHhopMauuy (B TOM YKCNe B OrpaKAeHWe, KOHCTPYKUMIO, 060pyAoBaHMe, NpeaMeThl
MHTEpbepa, TPaHCMOPTHbIE CPEACTBa, a TakKXe B TEXHMYECKME CpefcTBa M CUCTEMb
06paboTKy MHopmaymm).

3awmwaeman MHgpopmayma - MHpopmauus, SBadoLWascs npeaMeTom cob-
CTBEHHOCTVM W MoAnexaulas 3alute B COOTBETCTBUM C TpebOBaHMAMK MpPaBOBbIX
AOKYMEHTOB MW TPe6OBaHNAMM, yCTaHaBIMBAEMbIMY COBCTBEHHUKOM MH(OpMaLIMW.

NaeHTnpukayma - npucBoeHMe CybbekTam M 0O6bekTam [OCTyna WAEeHTW-
(katopa n (MM) CpaBHEHVE NPeAbSBNSEMOro MAeHTUdMKaTopa C NepeyHeM
MPUCBOEHHbIX MAEHTU(NKATOPOB.

MH(popMaTUBHbIN CUTHAN - 3MEKTPUYECKNE CUTHasbl, aKyCTUYECKME, 3MeK-
TPOMarHUTHble U Apyrue (usnyeckne nons, No napamMeTpaM KOTOPbIX MOXET ObiTb
packpbiTa KOH(MAeHUManbHas nHhopmMaums (NepcoHabHble AaHHble) 06pabaTbiBacMas

B MH(hOPMALMOHHO cUCTEME NePCOHaNbHbIX AaHHbIX.



NHpopMaLMOHHbIe TEXHOIOTUN - MNPOLECChl, MeTOAbl MOWCKa, cbopa, xpa-
HeHWs, 06paboTKW, MpPefoCTaB/eHNs, pPAcnpPOCTPaHeHNs WHGopMauum u  Crocoobl
OCYLLeCTBNEHNA TaKNX NPOLECCOB N METOOB.

MH(popmaumoHHasas cuctema nepcoHanbHbIiX pAaHHbIX (MCIMAH) -
COBOKYMHOCTb cogepxawmxca B 06aszax [aHHbIX MepPCoHaNbHbIX AaHHbIX W
obecneymBarLWmnX NX 06paboTKy UHMDOPMALMOHHbLIX TEXHONOTNIA N TEXHUYECKNX
CpeacCTB.

Mcnonb3oBaHWe rMepcoHanbHbIX [faHHbIX - AedcTBus (onepayun) c
MepcoHasnbHbIMW  JaHHbIMW, COBepLUaeMble OrepaTopoM B Lenax MpUHATAS
PeLeHN WA  COBEPLUEHUA WHbLIX [AeACTBUIA, MOpOXAaloWwnUX Hpuanyeckme
MOCNeACTBMA B OTHOLIEHMM CYyObeKTa MEepPCOHasbHbIX AaHHbIX WU APYTUX NnL
NM60 MHBIM 06pa3oM 3aTparvBaroLLLMX npaea M cBO60AbI CybbeKTa NepcoHanbHbIX
AAHHbBIX UK APYTUX AL,

NCcTOYHUK yrpo3bl 6e30nacHOCTN MH{oOpMauunm - CyobekT gocTyna, marte-
pUasibHbIA 0OBLEKT UM (DU3NYECKOE ABNEHME, ABMAKOLWMECH NPUUUHON BO3HUKHOBEHWS
yrpo3bl 6e30MacHOCTU MH(OpMaL K.

KoHTponinpyemas 30Ha - NPOCTPAHCTBO (TeppuUTopud, 34aHWe, YacTb 34aHus,
MOMeLLEeHNE), B KOTOPOM WCK/IKOYEHO HEKOHTPOo/npyeMoe npebbiBaHMe MOCTOPOHHMX
NNLL, & TaKXKE TPAHCMOPTHbIX, TEXHUYECKUX N NHbIX MaTepuasibHbIX CPeACTB.

KoH(naeHUnanbHOCTb MepcoHasnbHbIX fAaHHbIX - 006s3aTenbHoe A1
CO6/II0AEHMSA 0NepaTopoM WM MHBLIM MOMYUMBLLMM AOCTYM K NepCoHaIbHbIM AaHHbIM
nMuoMm TpeboBaHWe He [OMycKaTb WX pacrnpocTpaHeHue 6e3 cornacus cybbekTa
MepPCOHa/bHbIX AaHHbIX U HAIMYNSA UHOTO 3aKOHHOIO OCHOBAHWS.

Me>XceTeBOW 3KpaH - NoKa/bHOe (O4HOKOMMOHEHTHOE) MW (hYHKLMOHa/IbHO-
pacrpefieneHHoe nporpaMmMHoe (nNporpammHO-anmnapaTtHoe) CpPeacTBo  (KOMMJIEKC),
peasm3ytoLLiee KOHTPO/Ib 3a UHpopMaLeld, NoCTynaroLLer B UHNOPMALMOHHYIO CUCTEMY
MePCOHaNbHbIX AaHHbIX U (MNK) BbIXOASALLEA N3 MH(OPMALMOHHON CUCTEMBI.

HapywmnTtenb 6e30MacHOCTU MepcoHaNbHbIX AaHHbIX - (M3M4ecKoe NnLO,

CcnyyYaiiHoO UK NpeaHaMepPeHHO COBEpLLIAtOLLEE AECTBUS, CNeACTBMEM KOTOPbIX SBMSETCS



HapyLleHne 6e30MacHOCTU MePCOHaIbHbIX AaHHbLIX MPU UX 06paboTKe TEXHUYECKMMMU
CpeAcTBaMu B UH(OPMaLMOHHBLIX CUCTEMAX NMePCOHabHBIX JaHHbIX.

HeaBTOomMaTu3anpoBaHHas o06paboTka nepcoHasibHbIX [JaHHbIX -
06paboTKa nepcoHasnbHbIX AaHHbIX, COAepXalnXca B MHPOPMALUOHHON cnucteme
MepCoHaNbHbIX fAaHHbIX MO0 W3BNEYEHHbIX W3 TaKOW CUCTEMbl, CUYMTaeTCA
OCYLL,eCTB/IEHHOWA 6e3 MCMONb30BaHUS CpeacTB aBToMaTu3aymm
(HeaBTOMaTM3MPOBAHHOW), ecnn Takue AeACTBUA C NEPCOHaIbHbIMU AaHHbIMU, KaK
MCNONb30BaHME, YTOYHEHWE, pPacrnpocTpaHeHne, YHUYTOXEHWE MNepcoHanbHbIX
JAHHbIX B OTHOWEHUM KaXAOro Wu3 CyObekTOB MNepPCOHaNbHbIX [aHHbIX,
OCYLLEeCTBMAOTCA NPU HENOCPeACTBEHHOM y4acTUM YeN0BeEKa.

HegeknapnpoBaHHble BO3MOXHOCTU - (DYHKLMOHa/IbHble BO3MOXHOCTW
CPEACTB  BbIYMC/IUTENbHOM TEXHWKKW, He OMWCaHHble WM He COOTBETCTBYHOLLME
OMUCaHHbIM B [JOKYMEHTauun, npu WUCMosib30BaHUN KOTOPbIX BO3MOXHO HapyLUueHue
KOH(hMAEHUMANBbHOCT,  AOCTYNHOCTM WAM  LENOCTHOCTM  0bpabaTbiBaeMOn  WH-
hopmaumn.

HecaHKLWOHMPOBaHHbIN A0CcTyn (HeCaHKUMOHWUPOBaHHbIE [eNCTBUSA) -
[OCTYN K MHopMaumMM UAn LencTBus ¢ MHGopMaumend, HapyLlatowme npasuna pas-
rpaHnM4yeHnss [oOCTyna C WCMO/Ib30BaHMEM LUTATHbIX CPeACTB, MNpPefoCcTaBsieMblX
NH(OPMaLUOHHBIMW CUCTEMaMU MePCOHANbHbIX AaHHbIX.

Hocutenb MHpopmMaummn - ¢usmyeckoe NUL0 UAN MaTepuasibHblil 00bEKT, B
TOM 4ncne (hn3n4eckoe Nose, B KOTOPOM UHGOpMaLUS HAXOAUT CBOe OTPaXKeHWe B BUAE
CYMBO/I0B, 06pa30B, CUrHaI0B, TEXHUYECKUX PELLEHWNIA U NPOLECCOB, KOMIMYECTBEHHbIX
XapaKTepucTmuK Pu3nyecknx BesINYmH.

Ob6e3nnMumBaHue rMepcoHaNbHbIX f[aHHbIX - [eACTBUS, B pe3ynbraTe
KOTOPbIX CTAHOBUTCA HEBO3MOXHbIM 6€3 MCMNo/b30BaHMUA  LOMONHUTE/IbHOM
WH(opMauum onpefenTb NPUHALNEXHOCTb MNePCOHaNbHbIX aHHbIX KOHKPETHOMY
CYObeKTY NepCoHaNbHbIX AaHHbIX.

O6paboTKa nepcoHanbHbIX AaHHbIX - N1t060e AencTBMe (onepauuns) wUau
COBOKYMHOCTb AeWCTBUiA (onepauunit), coBeplUiaeMblX C UCNO/Mb30BaHWEM CPeACTB

aBToOMaTun3aunnn mnMIn 6e3 MCNoNb30BaHMA TaKUX cpeacte C repcoHa/ibHbIMU



[AAaHHbIMU, BKAOYas cbop, 3anucb, CUCTeMaTM3auMio, HaKOMNIeHue, XpaHeHue,
yTouHeHVe (0GHOBNEHWe, W3MeHeHWe), W3BfieYeHUe, WCMOJMb30BaHWe, Mepefavy
(pacnpocTpaHeHue, npegocTasneHne, Ao0CTyn), obes3nuuusaHue, 6MO0KUPOBaHKE,
yAaneHne, YHUUTOXeHMe NepCoHaNIbHbIX AaHHbIX.

O6uwenocTynHble nepcoHasbHble [aHHble - TMepCcoHasibHble [AaHHble,
[OCTYN HEeOorpaHMYeHHOro Kpyra numy, K KOTOPbIM NpejocTaB/fieH C cornacus
cyObekTa MNepcoHaNlbHbIX [aHHbIX WAM Ha KOTOpble B COOTBETCTBUM C
(befepanbHbIMW - 3aKOHAMW  He pacnpocTpaHseTcd TpeboBaHwe cobnoaeHus
KOH(hMAEeHLMaNbHOCTH.

Onepatop (MepcoHanbHbIX fAaHHbIX) -  TOCYAApPCTBEHHbLIA  OpraH,
MYHULUNANbHbLIA OpraH, Hpuanyeckoe Uam (U3NYeckoe NNLO, CaMOCTOATENbHO
WX COBMECTHO C APYrMMW nuuamu opraHusywowme n (Mamn) oCyLecTBASIOLLNE
06paboTKy NepcoHanbHbIX [AaHHbIX, & Takxe onpejenswolwue uenn ob6paboTKu
MepcoHanbHbIX faHHbIX, COCTaB NMepCoHaNbHbIX AaHHbIX, MNognexawnx obpaboTke,
penctema (onepaymun), coepluiaemMble C NEPCOHANbHbIMU AaHHbLIMMU.

TexHn4eckue cpeacTBa WHMOPMALMOHHOM CUCTEMbI MEPCOHaIbHbIX
OAHHbIX - CPeAcTBa BbIYUCIUTENILHON TEXHUKKW, WHHOPMAaLMOHHO-BbIYUCUTE/IbHbIE
KOMIJIEKChI U CETU, CPEACTBa U CUCTeMbI Nepedayun, npmema n 06paboTkm LILLH (cpeactsa
W CUCTEMbI 3BYKO3anucCK, 3BYKOYCWIEHMS, 3BYKOBOCMPOW3BEAEHWS, MEPeroBOpHbIE W
TeNIeBM3MOHHbIE YCTPOMCTBA, CPEeACTBA U3rOTOB/IEHWUSA, TUPXKUPOBAHUA [OKYMEHTOB WU
Apyrvie TeXHUYecKne cpeacTea 06paboTKM peyeBoi, rpauyeckoin, BUAEO- U OYKBEHHO-
LUM(POBOM MHopMaL ML), NporpaMmHble CpeAcTBa (OnepauvioHHble CUCTEMbI, CUCTEMbI
ynpasfeHns 6asamm JaHHbIX U T.M.), CPEACTBA 3aWMTbl MH(OPMaLUK, NPUMEHSEMble B
NH(DOPMALMOHHbIX CUCTEMAX.

MepexBaT (MH(OpMaLUKN) - HEMpaBOMEPHOE MONy4YeHUe UHGopmauum c
MCMOMb30BAHMEM TEXHUYECKOro CpefcTBa, OCYLLEeCTBAAKOLWEro 06HapyXeHue,
npuem n 06paboTKy MHOPMATUBHBIX CUIHAMOB.

MepcoHanbHble AaHHble - N06as MHpopMaums, OTHOCALWLAACA K NPSMO
WM KOCBEHHO OMpefeneHHOMY WX  OnpejensieMoMy (U3NYECKOMY ALY

(Cy6beKTY NepcoHasbHbIX AaHHbIX);



Mo60YHble  3/1EKTPOMArHUTHbIE  U3/1y4YeHUS M HaBOAKW -
3N1EeKTPOMArHUTHbIE W3MYYEHUA TEXHUYECKMX CPEeACTB 06paboTKM 3aliuLaeMol
MHopMaumMn, BO3HMKaKOLWMe KaK M060YHOe  SBNEHME U Bbl3BaHHbIE
3NEKTPUYECKUMMN CUTHaNaMu, AeACTBYHOLWMMN B UX 3NEKTPUYECKUX U MATFHUTHbIX
Lensax, a TakXXe 3M1eKTPOMArHUTHblEe HAaBOAKM 3TUX CUMTHAN0B Ha TOKOMpoBOAALLME
NNHUN, KOHCTPYKLUW U LENN NUTaHUS.

Monntnuka  «4nUCTOro  CcToMa» -  KOMMNAEKC  OpraHM3auMOoHHbIX
MEepONpPUATUIA, KOHTPONMPYHOLWMX OTCYTCTBME 3amnuCbiBaHUS Ha OyMaxHble
HOCMUTENN KNkoYeil n aTpubyToB pfoctyna (naponer) M XpaHeHUs ux B6GAU3K
06beKTOB fJoCTyna.

Monb3oBaTeNb MH(POPMALMOHHOW CUCTEMbl MEePCOHaNbHbIX AAHHbIX -
ANUO, yyacTeytollee B  (DYHKLUMOHMPOBAHUW  MHMOPMaUMOHHOW  CUCTEMbI
MepCoHanbHbIX faHHbIX UKW UCNOMb3YtoLLee pe3ybTaTbl €6 PYHKLMOHNPOBAHMS.

MpaBuna pasrpaHUyeHns AocTtyna - COBOKYMHOCTb MpaBW/, pernaMeHTu-
pYHOLLMX NpaBa 4OCTyna cy6beKToB AOCTyNa K 06bekTam AOCTyna.

MporpamMMHas 3aknagka - Kof nporpammbl, npegHamMepeHHO BHECEHHbIN B
nporpamMy C LeNbl OCYLECTBUTb YTEUKY, U3MEHUTb, 6I0KMPOBATb, YHUUTOXUTb
MHPOPMALMNIO UAN YHUUTOXUTb U MOAMDULMPOBaTL MpOrpamMmHoe obecrnevyeHune
MH(POPMALMOHHON CUCTEMbI NEPCOHANbHbIX AaHHbIX WU (1K) 6/10KMpOBaThL anna-
paTHble CpeacTBa.

MporpammHoe  (MporpammHO-MaTeMaTU4eCcKOoe)  BO3AeiCTBUE
HeCaHKUMOHMPOBaHHOe  BO3A4EWCTBME  HA  pecypcbl  aBTOMaTU3MPOBAHHOV
MH(POPMALMOHHON CUCTEMbI, OCYLLECTBASEMOE C WUCMO/b30BAaHWEM BPEAOHOCHBIX
nporpamm.

PacKpbiTMe MepcoHasibHbIX AAHHbIX - YMbILW/EHHOE WAW ChAy4aliHoe
HapyLlleHne KOHPUAEHLMaNbHOCT NepCoHanbHbIX AaHHbIX.

PacnpocTpaHeHMe MNepCcoHasibHbIX [JaHHbIX - [EeCTBUS, HanpaB/EHHbIE

Ha pPacKpbITe NePCOHaNbHbIX AaHHbIX HEONpPeaeeHHOMY Kpyry nuu,



Pecypc MH(hOPMaLMOHHON CUCTEMbI - UMEHOBAHHbI 3/IEMEHT CUCTEMHOTO,
NPUKNagHOro NnIu annaparHoro obecneyeHus (hYHKUMOHMpPOBaHUA
MH(OPMALMOHHOI CUCTEMBI.

CneynanbHble KaTeropum nepcoHanbHbIX fAaHHbIX - MepCoHabHble
[aHHble, Kacallimecs pacoBOW, HaLMOHaNbHOW NPUHAANEXHOCTU, NOMNTUYECKUX
B3rNA40B, PE/IUTNO3HBIX AN PUNOCONCKUX YOEXAEHNN, COCTOSHUA 3[0POBbA U
MHTUMHOW XWU3HWN CyO6beKTa NepCcoHasibHbIX AaHHbIX.

CpeacTBa BblUMCANTEIbHOM TEXHUKWN - COBOKYMHOCTb NPOrpaMMHbIX U TeX-
HUYECKMX 3/1EMEHTOB CUCTEM 06pabOoTKM [aHHbIX, CMOCO6HbLIX (YHKLMOHMPOBATb
CaMOCTOATE/NIbHO UM B COCTaBe APYrnx CUCTEM.

Cyb6bekT gocTtyna (Cy6bbeKkT) - NNULO UK Npouecc, AeUCTBUA KOTOPOro per-
NaMeHTMPYHTCS NpaBuiamum pasrpaHMyeHns 4ocTtyna.

TeXHUYECKMIA KaHan YTeYKU UMHGOpPMaLMN - COBOKYMHOCTb HOCUTENS WH-
(hopmaummn (cpefctea 06paboTKM), (U3NYECKOM cpedbl PacnpoCTpaHEHUs UHQOp-
MaTMBHOIO CUrHana v cpeacTB, KOTOPbIMK J06bIBAETCA 3allumiiaemMas MHpopMaums.

TpaHcrpaHnyHas nepegada rMepcoHanbHbIX [aHHbIX - nepejaya
MepCcoHanbHbIX  AaHHbIX OMNepaTopom 4epe3 [ 0OCYAapCTBEHHYK  rpaHuuy
Poccuiickoin  depepaumy  opraHy  BfacTM  MHOCTPAHHOro  rocypjapcrsa
(hM3MYECKOMY MU HOPULAUYECKOMY NINLY NHOCTPAHHOTO rocyjapcTsa.

Yrpo3bl 6e30MacHOCTN NePCOHasIbHbIX 4aHHbIX - COBOKYMHOCTb YC/0BWIA U
(haKTOpOB, CO3JaloLMX ONACHOCTb HECAHKLMOHMPOBAHHOIO, B TOM YMC/IE CNy4ainHoro,
[OCTYMa K NepCOHa/IbHbIM [aHHbIM, pe3y/ibTaTOM KOTOPOro MOXET CTaTb YHUUTOXEHNE,
n3MeHeHVe, 6/10KMpOBaHNe, KOMMPOBaHUe, pacnpoCcTpaHeHe NepcoHasIbHbIX AaHHbIX, a
TaKXXe MHbIX HECAHKLMOHMPOBAHHbIX AENCTBUA NpK UX 06paboTKe B MH(hOPMaLMOHHOM
cucTemMe NepcoHasbHbIX AaHHbIX.

YHNUTOXEHNE MepCOHaNbHbIX AaHHbIX - [AeACTBUSA, B pe3ynbTaTte
KOTOPbIX CTAHOBUTCA HEBO3MOXHbIM BOCCTAHOBUTb COAEpPXXaHWe NepcoHanbHbIX
AaHHbIX B WH(OPMALUWMOHHON CUCTEMe MepPCOHanbHbIX AaHHbIX W (Man) B
pe3ynbTaTe KOTOPbIX YHUYTOXAKOTCA MaTepuanbHble HOCUTENN MepPCOHaNbHbIX

NaHHBbIX.
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YTeuka (3awmuwaemoit) mHhopmauum o TEXHUYECKMM KaHanam -
HEKOHTPOMPYEMOe pacnpocTpaHeHUe MH(opMaLMm OT HOCUTENA 3alLlMLLaeMOi HGop-
MaumMm depes (U3MYECKYHO Ccpely [0 TEXHWYECKOro CPeAcTBa, OCYLLECTBAAIOLWEro
nepexsaT MH(pOpMaLmN.

YA3BUMOCTb - €naboCTb B CPeACTBax 3aliuTbl, KOTOPYH MOXHO MCMOo/b30BaTh
ANA HapPYLEeHNs CUCTEMbI UM COLEPXKALLLENCA B HEN MHopMaLN.

LlefloCTHOCTb MHOpMaLKMK - CNOCOOHOCTb CPEACTBA BbIUUCIUTENIbHON TeX-
HUKW U1 aBTOMaTU3NPOBaHHON CUCTEMbI 06ecrneunmBaTb HEM3MEHHOCTb MHGOpMaLMK B

YCNOBMAX CMyYaintHOro U/Unu npeaHaMepeHHOro UCKaXXeHWs (paspyLUeHis).



OBO3HAYEHUNA N COKPALWEHWA
ABC - aHTUBMPYCHbIe CpeacTBa

APM - aBTOMaTn3mMpoBaHHOe paboyee MeCTO

BTCC - BcriomoraTe/ibHble TEXHUYECKMEe CPefCcTBa U CUCTEMBI
NCIMAH - nHpopmaumnmoHHaa cucTeMa nepcoHasnbHbIX aHHbIX
K3 - KOHTponnpyemas 30Ha

JIBC - nokanbHasa BblUNCNINTENIbHAA CETb

M3 - MexceTeBOM 3KpaH

HC/, - HecaHKUNOHMPOBAHHbIN A0CTYN

OC —onepaunoHHasa cucrtema

MNAH - nepcoHanbHble faHHbIe

MMB - nporpaMMHO-mMaTeMaTUYeCKOe BO3eNCTBUE

MO - nporpaMmHoe obecneyeHune

M3MWNH - No604YHbIe 31EKTPOMArHUTHbIE N3/TYYEHUA U HABOLKM
CA3 - cuctema aHanmsa 3aluLLLEHHOCTH

C3W - cpepcTBa 3aWmMThl MHOPMaL MK

C3MNAH - cuctema (noacucrema) 3awWnTbl NEPCOHANbHbIX AaHHbIX
COB - cuctema 06HapyXeHUsA BTOPXKEHWUI

TKY N - TexHUYecKne KaHasbl yTeUKn MHgopmaumm

YBIMAH - yrpo3bl 6e30MacHOCTN NEPCOHAIbHbIX AaHHbIX
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BBEAEHUE

Hactodawas TllonmMtka uWHGpoOpMaunmoHHON 6e3onacHocTM  (panee -
Monntnka) B lOCYyfapCTBEHHOM OHOKETHOM YUpeXAeHUN 34paBOOXPaHEeHUs
«LleHTp annepronorum ”n UMMyHoONorum» MUHUCTEPCTBA 3[paBOOXPaHeHMUs
KabapauHo-bankapckon Pecnybnukn (ganee no TekcTy — IBY3  «LeHTp
anneprosormm n unmmyHonornm» MuwuHsapasa KBP), aBnsetcda oduumanbHbIM
LOKYMEHTOM.

Monutnka paspabotaHa B COOTBETCTBMM C LeNAMM, 3agadvyamy U
NMpUHUMNamm obecrevyeHns 6e30NaCHOCTU MepCOHaNbHbIX AaHHbIX, U3/T0XKEHHbIX B
MonoxeHnn  uHpopmaumoHHo  6esonacHocth WCMAOH TBY3  «LeHTp
annepronornn n nMmMyHonornu» MunHsgpasa KbP.

Monutnka paspaboTaHa B COOTBETCTBUM C TpeboBaHMAMU PefepasibHOrO
3akoHa oT 27 wuwona 2006 r. Ne 152-®#3 «O nepcoHaNbHbIX [aHHbIX», Ha
OCHOBaHWN:

- TpeboBaHM/ K 3aWuTe rMepcoHaNbHbIX [AaHHbIX Mpu KUX o06paboTke B

NHPOPMALMOHHBLIX CUCTEMaxX MepCcoHaNbHbIX [aHHbIX, YTBEpPXAEHHbIX

MocTtaHoBneHuem lMpasutensctea P® o1 01.11.2012 r. Ne 1119;

Mpukaza PCTIK Poccum oT 18 heBpana 2013 roga Ne 21 «O6 yTBEpPXAEHUN
CoctaBa W cofepXaHuUss OpraHM3ayMOHHbIX W TEXHUYECKMX Mep Mo
obecrneyeHnto 6e30NMaCHOCTU MEPCOHaNbHbIX fAaHHbIX MNPU UX 06paboTKe B

I/IH(*JOpMaLl,I/IOHHbIX cncteMax nepcoHanbHbIX AaHHbBIX>;

- TwunoBbix Tpe60OBaHWIA MO opraHu3aLMm 1 obecrnedyeHno QYHKLUOHUPOBAHWS
WKNGPOoBanbHbIX (KpUNTOrpaguyecknx) CpeacTs, npefHa3HAUYeHHbIX ANs
3aWnUTbl  MHDOPMaUMKM, He codepxKalleid  CBefAeHWI, COCTaBNSIOLLINX
rocyfapCTBEHHYI0 TaillHy B C/fyyae M3 MCNOMb30BaHUsA Ana obGecrneyeHus

6e30nacHOCTM  MEPCOHaNbHbIX  AaHHbIX  NpM  MX  06paboTke B
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MHDOPMALMOHHBIX CUCTEMAX MNepCcoHaNbHbIX AaHHbIX, YTBEPXAEHHbIX

pykoBoacteom 8 LleHTpa ®CB Poccum 21.02.2008 r. Ne 149/6/6-662.

B lMonutuke onpegeneHbl TpebosaHus K rnepcoHany WCIIAH, cTeneHb
OTBETCTBEHHOCTHU nepcoHana, CTPYKTypa M HEeo6X0AUMbI  YPOBEHb
3allMUEeHHOCT,  cTaTyC W AOMKHOCTHble  0643aHHOCTU  COTPY/[AHWUKOB,
OTBETCTBEHHbIX 3a 06ecneyvyeHne 6e30NaCHOCTM MepcoHanbHbIX AaHHbIX B MCIAH

NBY3 «LleHTp annepronorum n ummyHonorun» MunHsgpasa KbBP.
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1.06ume NoOMoXKeHUS

Llensto HactosAwein TMMonnutukn aBnsetcs obecrnevyeHne 6e30MacHOCTU
00beKTOB 3aWnTbl FBY3 «LleHTp annepronorun m MmMmMmyHonorunm» MuH3gpaBa
KBP 0T BCex BMAOB Yrpo3, BHEWHUX W BHYTPEHHUX, YMbILWJ/IEHHbIX W
HenpegHaMepeHHbIX, MUHUMM3aALMA yulepba OT BO3MOXHOW peanu3aummn yrpos
6esonacHoctv MNAH (YBI4H).

Be3onacHOCTbL MNepcoHaNbHbIX [aHHbIX [OCTUraeTcad MNyTeEM WCKIOUYEHUA
HeCcaHKLMOHMPOBAHHOIO, B TOM 4uC/ie CAy4YaillHOro, AocTyna K MepcoHaslbHbIM
[JaHHbIM, pe3y/nbTaTOM KOTOPOro MOXET CTaTb YHWUYTOXEHWEe, W3MEHEHNE,
6/110KMpoBaHMe, KONMpoBaHMe, pacnpocTpaHeHne NepcoHanbHbIX AaHHbIX, a TakxXe
MHbIX HECAHKLMOHNPOBAHHbIX AeACTBUIN.

WHhopmauma 1 cBA3aHHble C Heil pecypcbl AO/MKHbI ObiTb AOCTYMHbI ANS
aBTOPM30BaHHbLIX Monb3oBaTenen. J[O/MKHO OCYLWecTBAATLCA CBOEBPEMEHHOE
06Hapy>eHune n pearmpoaHune Ha YbIAH.

[JO/MKHO  OoCyLlecTBNATLCA  NpefoTBpalleHne  npegHaMepeHHbIX — Uan
CNyYarHbIX, YaCTUUYHbIX WU NOMHbIX HECAHKLMOHNUPOBAHHbLIX MOAUMDUKALNIA NN
YHUUTOXEHNA AAHHbIX.

CoctaB 00beKTOB 3awWuTbl NpeacTaBneH B «llepeyHe MepcoOHasIbHbIX
OAHHbIX, NOAMeXallnx 3awnTes.

CoctaB VCIAH nognexawnx 3awmrte, npeacrtasneH B «lepeuHe NCITOH».
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2,06nacTb aencTeuns

Tpe6oBaHMA  HacToAwen TMONUTUKM  pacnpoCcTpPaHAKTCS  Ha  BCeEX
COTpyAHUKOB 'BY3 «LleHTp annepronorum u nmmyHosnorunm» MuH3gpaBsa KBP
(WTaTHbLIX, BPEMEHHbIX, paboTaroLWwmnX No KOHTPAKTY U T.M.), a TaKXe BCEX NMPOYUX

nmy (nogpsaavYnKkun, ayanTtopb! 1 T.m.).
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3.Cuctema 3aWmnThbl NepcoHasibHbIX JaHHbIX

Cuctema 3aWwuTbl MepcoHanbHbIX AaHHbix (C3MAH), cTpouTCca Ha

OCHOBaHUN:
- NTorosoro otyeta 06 o6¢cnegosaHnn NCMAOH;
- OTyeTa 0 pesynbTaTax NpPoOBeAeHUA BHYTPeHHe NpoBepky 3awntol MAOH Ha

OYMaXHbIX HOCUTENSAX.

- [MepeyHs NepcoHanbHbIX AaHHbLIX, NOANEXALLMX 3aLlUTe;

- AKTa Knaccuukaumm MHPOPMaLMOHHON CUCTEMbI MePCOHaNbHbIX AaHHbIX;

- Mogenu yrpo3 6e30MacHOCTM NepcoHabHbIX AaHHbIX;

- MaTpuubl fgocTyna nosb3oBaTesien K 3awuuiaemMbiM  UHHOOPMaLNOHHbIM
pecypcam NCITAH;

- Pykosogawmnx pokymeHToB @CTIK Poccun n ®CB Poccum.

Ha OCHOBaHUM 3TUX [OKYMEHTOB OMNpeaensiercsi HeoO6XOAMMbIA YPOBEHb
awmweHHoctTn  MAH  kaxpgon WCMAH TBY3 «LeHTp anneproforum wu
nMMyHonornm» MwuH3gpaBa KBP. Ha ocHOBaHMM aHanm3a akTyalbHbIX Yrpo3s
6esonacHocTn TAH onucaHHoro B Mojgenn yrpos, fenaeTcd 3ak/ilyeHWe O
HeobX04MMOCTN MCMNOMIb30BAHNUA TEXHUYECKUX CPeAcTB W OpraHu3aunoHHbIX
mMeponpuaTuin ana obecneyveHns 6esonacHoctu MAH. BbibpaHHble HeobXxoauMble
MeponpuaTua oTpaxatTca B [lnaHe MeponpuAaTUA No 06ecneyeHUto 3awuThbl
MAaH.

Onsa NCIMAH aonXeH 6bITb COCTAaBNEH CMMUCOK UCMONb3YEMbIX TEXHUYECKNX
cpeacts 3awuTbl (ganee - COKMCOK), a TaK XXe€ MPOrpammHOro obecrneyeHus
yyacTBytolero B obpaéotke MNAH, Ha Bcex anemeHTax CIMOH:

- APM nonb3oBaTenei;
- CepBepa NpuIoXKeHui;
- CYb/L;

- "paHunua JIBC,;
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- KaHanoB nepegayv B ceTn o6LLEro nonb3oBaHUs nU (MAK) MeXLYHapoA4HOro
obmeHa, ecnu no HUM nepegatoTes MNAOH.

B 3aBucumocTn oT ypoBHA 3awunuweHHocTn VCIMAH M akTyanbHbIX Yrpos,
C3r4H MOXeT BKNKOYaTL Cnefytollme TeXHUUYECKNe CpefcTBa:

- aHTMBMPYCHbIE CpeAcTBa A4N14 paboynx CTaHUMI NONb30BaTesneil U cepBepos;

- CpeACcTBa MEXCETEBOr0 3KPaHMPOBaHWUS;

- cpeActea  KpunTorpauyeckon 3awuTbl  UHGOpMauuu, npu  nepepade
3aliunLLaeMon NHGpopMaLmMmM No KaHanam CBA3MW.

Takxe B CNUCOK [O0/MKHbl  OblTb  BK/AKOYEHbl  (PYHKUMM  3aLUUTHI,
obecneymBaemMble WITATHbIMW cpefcTBaMy 06paboTkm TAH onepaunmoOHHbIMM
cuctemammn  (OC), npuknagHeiM T1O K cneunanbHbIMW  KOMMIEKCaMU,
peannsyomMMn cpeacTsa 3awmTbl. CNNCOK PYHKUMNIA 3aWUTbl MOXET BK/IOYaATb:

- ynpaBs/ieHWe 1 pasrpaHnuyeHne AocTyna nonb3oBaTeneu;

- perncTpayuio n yyeT AericTBUIA C MHDOPMaLMeNn;
obecneymBaTb LENOCTHOCTb AaHHbIX;

- NPON3BOANTL 0OHAPYXXEHNIA BTOPXKEHNA.

Cnncok wncnonb3yemblX TEXHUYECKUX CPEACTB oTpaxaetca B «[llnaHe
MeponpuaTUA No obecneyvyeHMIo 3awWnTbl MNepCOHaNbHbIX [AaHHbIX». CRNCOK
MCNONb3yeMbIX CPeACTB AO/DKEH MOALEPXMBATLCA B aKTyallbHOM COCTOSHUW. pu
M3MEHEHUN COCTaBa TEXHWYECKUX CPeAcTB 3awutbl uam anemeHtos WCIIAH,
COOTBETCTBYHOLNE N3MEHEHWNSA AO/MKHbI ObITb BHECEHbI B CNUCOK N YTBEPXAEHbI
pykosogutenem NbY3 «LleHTp annepronornn n nMmyHosnornmn» MuHsgpasa KbBP

nnn NNUOM, OTBETCTBEHHBLIM 3a obecneyeHune 3awunTel MAH.
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4. TpeboBaHus kK nogcuctemam C3rMAH

C3MAH BkNOYaeT B cebs cnegyroLme NoAcCUCTEMBI:
- ynpaB/ieHMa LOCTYMOM, perncrpauum n yyera,;
- obecneyeHms LLeNIOCTHOCTM U AOCTYMHOCTY;

- aHTUBUPYCHOMN 3aLLMUThI;

- MEeXCeTeBOro aKpaHMpoBaHUS;

- aHanmns3a 3alwmnLeHHoCTH;

- 06Hapy>XeHUA BTOPXEHWUN;

- KpunTorpaumyeckom 3almnThbl.

Moacuctembl C3MAH MMeOT pas3nuyHblA (DYHKUMOHAN B 3aBUCMMOCTM OT
knacca WCIMAH, onpeaeneHHoOro B «AKTe Knaccugpukaumum WHHOOPMaLNOHHOM
CUCTEMbl NEPCOHaNbHbIX AaHHbIX». CMNWCOK COOTBETCTBUA (DYHKLMUA MOLCUCTEM
C3MAH knaccy 3awWUWeHHOCTUM TnpeAcTaBfieH B TEXHWYECKOM 3afjaHum Mo
CO3[aHMI0  CUCTEMbl  3awWUTbl  MHMOPMaUMM  MHPOPMALMOHHOMW  CUCTEMBI
NnepcoHanbHbIX AaHHbIX.

MoacucTeMbl yNpaBneHUs 4OCTYNOM, PeErucTpauumn n yyeta
MoacucTemMa ynpaBneHMs AOCTYMNOM, perucTpaunuy u yyeta npegHasHauyeHa

ANS peanu3auunm cnegyrowmx QyHKUWi:

- NAeHTUPMKaLUN 1 NPOBEPKU NOAJIMHHOCTI CYObEKTOB AOCTyna npu BXxoje B
NCraw;

- NOeHTUPMKALUUN TEepMUHANoB, Y3/10B CETW, KaHanoB CBA3W, BHELIHWX
YCTPOWCTB MO NOTMYECKUM MMEHAM;

- NaeHTUMMKaLUMM nporpaMmm, TOMOB, KaTanoros, (ainos, 3anucein, nosnewn
3anucen No NMeHawm;

- perucTtpaumnun Bxofa (Bbixofda) CyObeKTOB A0OCTyna B cucTemy (M3 CUCTEMbI),
nnM60 perncTpaumsa 3arpy3kn n MHULManm3auum onepaLnoHHOM CUCTEMbI 1 ee

OCTaHOBa.
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- perucTtpaymMm MoOnbITOK A0CTyna MPOrpaMMHbIX CpeAcTB  (Mporpamm,
npoueccos, 3ajay, 3afaHnin) K 3awuiiaeMbim tannam;

- peructpaymm nonbITOK AOCTyna nporpaMmmHbIX CPeacTB K TepMuHanam,
KaHanam cBs3u, nporpammMam, TOMam, Katanoram, ainam, 3anucsm, nonsm
3anuncen.

MoacucTema ynpaBneHUs AOCTYNOM MOXET ObITb peann3oBaHa C MOMOLLbHO
lWITaTHbIX CcpeacTB 06paboTkm TMAH (OonepauuMoOHHbLIX CUCTEM, MPUNOXEHUA W
CYb/). Tak e MOXeT OblTb BHEAPEHO CcreumanbHOe TEXHUYECKOE CPeACcTBO U
MX KOMIMJIEKC OCYLLeCTBNAOWME AOMOMHUTENbHbIE MePbl NO ayTeHTU(MKauum u
KOHTPO/M0. Hanpumep, NPUMEHEHWE eAWHbIX XPaHWUIWULWL YYeTHbIX 3anucen
nofib3oBaTenem 7 pPerncTpaymoHHOM NH(opMaLmn, MCMo/sib30BaHNe
ONOMETPUYECKNX N TEXHUYECKUX (C MOMOLLbK 3/IEKTPOHHBLIX MPOMYCKOB) Mep

ayTeHTUPUKALMMN N APYTUX.

Moacuctema ob6ecneyeHuns LENOCTHOCTY U JOCTYNHOCTY
MoacucTema o6ecnedyeHMst LENOCTHOCTM W AOCTYMHOCTU MNpefHasHayeHa

Ansa  obecrneyeHnMa LeNOCTHOCTM U pocTynHoctu T[H, NporpaMMHbIX U
annapaTtHblX cpeacts NCMAH TBY3 «LleHTp annepronorun M UMMYHOIOTUN»
MwnH3gpaBa KBP, a Tak »e CpefCTB 3allUTbl, NPU CAYyYaWHON WM HaMepPeHHOMU
MOANUKaLNN.

Mogcuctema  peann3yetca € MOMOLLbD  OpraHusauuMn  pe3epBHOro
KonupoBaHua obpabaTbiBaeMblX AAHHbIX, & TaK e pPe3epBMpPOBaHUEM K/HOYEBbLIX
anemeHToB CIM AH.

MoAcucTeMa aHTUBMPYCHOW 3aLLUThI
MoacucTeMa aHTMBMPYCHOWM 3allMTbl MNpeAHa3HayeHa ANns obecrneyeHus

aHTUBUPYCHON 3awnTbl cepsepoB U APM nonb3oBatenein NCMAOH MBY3 «LeHTp
annepronorum n UMmyHonorun» MwuHsgpasa KBP.

CpefctBa  aHTMBMPYCHOM  3aliMTbl  MNpeAHa3HayeHbl ANa  peanusauunu
cnegyroLmnx yHKLMN:

PE3VNAEHTHbIA aHTUBUPYCHbIA MOHUTOPWHT;
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aHTUBUPYCHOE CKaHWPOBaHWE;

CKPUNT-6/T0KMPOBaHUE;

LLEeHTPaNN30BaHHYO/y]aNeHHYI0 YCTAHOBKY/AEMHCTANNALMI0 aHTUBUPYCHOTO
NPOAyKTa, HACTPOWKY, agMUHUCTPUPOBAHME, MPOCMOTP OTYETOB U
CTaTUCTMYeCKOW UH(OopMaLMK No paboTe NPOAYKTa;

aBTOMAaTM3NPOBAHHOE 06HOBNEHNE aHTUBUPYCHbIX 6a3;

orpaHuWyeHWe npaB MO/b30BaTEN HA OCTAHOBKY WCMO/HAEMbIX 3ajay U
N3MEHEHUS HACTPOEK aHTUBMPYCHOTO NMPOrpaMMHOro o6ecrneyeHus:;
aBTOMATMUYECKMI1 3anNyCK cpa3y Moc/e 3arpy3Ku onepaLuoHHOM CUCTEMBI.

MoacucteMa peannsyeTcs NyTeM BHeAPEHUs CreunanbHoro aHTUBUPYCHOO

nporpamMmHoro obecrne4vyeHums Ha Bce aneMmeHTbl ICIMAH.

[MopgcucTema MeXXCeTeBOro aKpaHUpoBaHUA
[MogcucTteMa MeXXCeTeBOoro 3KpaHMpoBaHUA NMpefHasHayeHa Anda peanmsauum

cnefyowmx QyHKUNIA:

(hunbTpaLnm OTKPLITOro M 3awMdpoBaHHOro (3akpbliToro) 1P-Tpagmka,
(ukcauMnm BO BHYTPEHHUX O>KypHanax MWHGpopMauum 0 MpoxXoAdaLem
OTKPbITOM W 3aKpbITOM 1P-Tpaduke;

NOEHTUPMKALUN U ayTEHTUPUKALMIO afMUHUCTPATOpPa MEXCETEBOr0 3KpaHa
MpY ero NoKanbHbIX 3anpocax Ha AOCTym,;

perucTtpaymm Bxofga (Bblxofa) agMUHMCTPATOpa MEXCETeBOro 3KpaHa B
cuctemy (M3 cCUCTEMbI) NMBO 3arpyskn M MHULMaNM3aunumM CUCTEMbI U ee
NpPorpaMmMHOro OCTaHoBa;

KOHTPO/IA LLe/IOCTHOCTM CBOEW NPOrpaMMHON U MHOPMaLMOHHOW YacTu;
(hMNbTpaLMm NakeToB CNY>KeOHbIX MPOTOKOMNO0B, CAYXaWwnX Ana AuarHoCTUKN
N ynpasBfieHns paboToi CeTEBbIX YCTPOWCTB;

(hnnbTpauMm c y4yeToM BXOLHOrO M BBIXOAHOrO CETEBOro WMHTepdeinca Kak
CpPeAcTBO NPOBEPKU NOANMHHOCTU CeTeBbIX afpecos;

perncTpauum n yyeTa 3anpaliMBaeMbliX CEPBNCOB MPUKNALHOIO YPOBHS;
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- 6N0KMpOBaHMA A0CTyna He MAEHTUPULMPOBAHHOTO 06beKTa WNN CyOBLEKTA,
MOANMHHOCTb KOTOPOr0 Npu ayTeHTU(UKALUKN He NoaTBEpAMAaCk, MeToaMMu,
YCTOWUYMBLIMU K NEPexBaty;

- KOHTpPONS 3a CeTeBO/ aKTUBHOCTbHO MPUMOXKEHWIA N 0BHAPYXeHUs CeTeBbIX
aTak.

MoacucTeMa  peanns3yeTcsi  BHEAPEHUEM NporpaMMHO-annapaTHbIX

KOMI/IEKCOB MEXCETEBOr0 3KpPaHMPOBaHus Ha rpaHuLie JIBC, knaccoMm He Huxe 4.

MoacucTeMa aHanM3a 3alMLLeHHOCTM
MoacucTemMa aHanm3a 3alMILeHHOCTW, AO0/KHA 06ecneynBaTh BbISIBAEHUS

YS3BUMOCTEN, CBSA3aHHbIX C ownbKamu B KoHpurypauum MO WCMOH, KoTopble
MOTYT ObITb UCMO/b30BaHbl HAPYLLUNTENEM A5 peann3alunmn atakm Ha CUCTEMY.
@PYHKUMOHAN MOACUCTEMBI MOXET OblTb peasn3oBaH MNPOrpaMMHbIMU 1

nporpaMmmMmHoO-annapatHbIM cpeacrtesamMu.

MoacucTema 06HapY>XXeHNSI BTOPXKEH WA
Moacuctema 06HApY>KeHUSI BTOPXEHWUI, JO/MKHA 06ecrneymBaTb BblBEHME
ceTeBbIX atak Ha anemeHTol WCIAH nNOAKMOYEHHbIE K CeTAM  06Lero
MONb30BaHMA U (UIN) MEeXAYHApPOLHOro 06MeHa.
®PyHKUMOHAN NOACUCTEMbI MOXeT ObITb peasin3oBaH MPOrpaMMHbIMU U

nporpaMmmMmHoO-annapatrHbIMn cpegcrtesamMu.

Moacuctema KpUNTorpauUeckom 3almnThbl
MoacucTema KpunTorpamMueckon 3awuTel NpegHazHadyeHa 418 UCKIYeHns
HC/L k 3awmnwaemoin nHpopmaumn B UCMNAH NBY 3 FBY3 «LleHTp annepronoruu
N MMMyHonorum» MwuHsgpasa KBP, npu ee nepefaynm no KaHanam CBA3M ceTei
o6Lero noib3oBaHNa 1 (Un) MeXAyHapo4HOro obmeHa.
Moacuctema peannsyetcss BHeApeHMs KpunTorpapuyecknx nporpaMmmHo-

afnmnapaTHbIX KOMIM/1EKCOB.
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5.Monb3oBatenn NCI14H

B TMonoxeHnn unHGopmayMoHHON 6e30MacHOCTU onpefenieHbl OCHOBHbIE
Kateropuu nosb3oBaTener. Ha OCHOBaHMM 3TUX KaTeropmm fAo/mHKHa ObiTb
npousBedeHa Tunusauma nonb3osatenein WCMOH, onpefeneH UX YPOBeHb
A0CTYNa N BO3MOXHOCTMU.

B NCIMAH I'BY3 «LleHTp annepronorum n ummyHonornm» MuH3gpasa KbP
MOXHO BbIAeNUTb Cllefytouime Trpynnbl  NOMb30BaTeNied, Yy4yacTBYHOLWMUX B
06paboTke 1 XxpaHeHUn MAH:

- AgmunHuctpatopa NCTAH;
- AamuHuctpartopa 6e30nacHOCTH;

- Onepatopa APM,;

[laHHble 0 rpynnax nNonb30BaTensx, YPOBHE UX focTyna WU
MH(OOPMUPOBAHHOCTU 0/MKEH ObITh OTPaXKEH B MaTpuLie AocTyna nosfb3oBaTenel

K 3alMLLaeMbiM MHOPMALMOHHbIM pecypcam.

ApgmuHuctpatop NCMAH

ApmuHuctpatop WCIAOH, coTpygHuk BY3 «LeHTp annepronorum wu
MMMyHoNnornn» MuH3apaBa KBP, OTBETCTBEHHbIA 3a HAacTPOMKY, BHEApPEHME U
conpoBoxpaeHne WCIMAH. O6ecneynBaeT (YHKUMOHUPOBAHME MOACUCTEMBI
ynpasneHus goctynom WCI1OH v yno/HOMOYEH OCYLLEeCTBNATL MpeaocTaB/ieHue
W pasrpaHnyeHne p[octyna KoHeyHoro nosnb3osatensa (Onepatopa APM) K
3NeMeHTaM, XpaHALLMM NepcoHanbHble JaHHbIE.

AamuHucTtpatop WCMAOH ob6nagaeT cnegyowmm YpoBHEM fAocTyna w
3HaHWNA:
- 06nagaet NOMHON MH(OpPMaLMein 0 CUCTEMHOM M NPUKAALHOM NPOrpaMMHOM

o6ecneyeHnn NCMAH;
- ob6nagaeT NONHOW MH(OPMALMeENn 0 TEXHNYECKNX CPpeAcTBaxX U KOH(Urypaumm

NCIAH;



23

MMeeT AOCTYM KO BCEM TeXHUYECKUM cpeactBam 06paboTKuM MHpopMaumm un
faHHbIM NCTMOH;
obnagaeT npaBaMy KOH(UIypupoBaHUs W agMUHUCTPATUBHOW HACTPONKM

TexHnyeckux cpeacrts NCIAH.

AMUHUCTPaATOP 6€30NacHOCTY

AOQMUHUCTPaATOpP 6€30NacHOCTM, COTPYAHUK BY3 «LleHTp annepronorum u

UMMyHonorum» MuH3apaBa KBP, O0TBeTCTBEHHbIi 3a  (DYHKLUWOHMPOBaHUE

C3MAH, BkNtoYasa 06Cny>XMBaHUe M HaCTPONKY agMUHUCTPATUBHON, CEPBEPHON U

KTMEHTCKON KOMMOHEHT.

AMUHUCTpaTOP 6e30MacHOCTY 061ajaeT cnefyoWnumM YPoBHEM A0CTYyNa U

3HAHWUN:

obnagaet npasamu AgmunHuctpatopa NCMAH;

obnagaeT nonHon nHpopmauunen 06 NCMAH;

MMeeT AOCTYN K CpefcTBam 3awWuTbl MHGpOpMaLUM U NPOTOKONNPOBAHMA U K
4yacTu Kn4eBbiX anemeHToB NCI14H;

AnmuHucTpatop 6e30NacHOCTM YNONHOMOYEH:

peann3oBbiBaTb MOMMTUKM 6€30MacHOCTM B 4acTu HacTporMkm CK3W,
MEXCEeTeBbIX 3KpPaHOB W CUCTEM O06HapyXeHWs aTtak, B COOTBETCTBUM C
KOTopbIMW  nonb3oBatenb (Onepatop APM) nonyyaetr BO3MOXHOCTb
paboTtaTb Cc anemeHTamu VICIMAH;

OCYLLECTBNATbL ayaUT CPeACTB 3alUThI;

Onepatop APM

Onepatop APM, coTpyaHnK NBY 3 «LleHTp annepronorum mn UMMyHONOTUN»

MwuH3gpaBa KBP,  ocyuwecTtBnstowmii obpabotky MAH.  O6paboTka [MAH

BK/IHOYaeT: BO3MOXHOCTb npocmoTpa MNAH, pyyHoi Beog MNAH B cuctemy NCIMAH,

(hopMMpoOBaHME CMPABOK W OTYETOB MO WMH(opMmauuu, nonydveHHoi uz WCMA.
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Onepatop He MMeeT MOSIHOMOYMIA AN ynpaBneHWs noacuctemaMmm 06paboTKm

faHHbIX 1 C3MAH.

Onepatop NCIMAH o6nagaeT cnefyowmm ypoBHEM A0CTYNa U 3HaHUNA:

- obnagaer BCeMW HeoOXOAMMbIMK aTpubyTamm (Hanpumep, naposem),
obecneynBaloLLMMKN JOCTYN K HEKOTOPOMY noAMHOXecTBY TAH;

- pacnonaraeT KOH(MAEHUNANbHLIMW aHHbIMMW, K KOTOPbIM UMeeT AoCTyn.
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6.TpeboBaHUs K nepcoHany no obecneyeHnto 3awnTbl MAOH

Bce cotpygHukn T[BY3 «LleHTp annepronorum v UMMYHONOTUN»
MwuH3gpaBa KBP, asnawowmneca nons3sosarenamu VCIMAH, 4OMKHbI YETKO 3HaTb U
CTPOro BbIMOJIHATL YCTAHOBJIEHHbIE MpaBuna M 0643aHHOCTU MO [OCTyny K
3aWnLLaeMbiM 06bEKTAM U COBNIOAEHNIO MPUHATOrO pexxnuma 6esonacHocT MAH.

Mpwn BCTYMJIeHUM B [O/HKHOCTb HOBOr0 COTPYAHWKA HEnocpeAcTBEHHbIN
Haya/IbHUK MoApas3fefieHns, B KOTOpPOe OH MOCTynaeT, 0653aH OpraHM3o0BaTb ero
O03HaKOM/IeHWe C AO/DKHOCTHOW MHCTPYKLMER M HEeO6XOAUMbIMW [OKYMEHTamW,
pernameHTupytowmumm TpebosaHma no 3awmte MAH, a Takke obyyeHWe HaBblKam
BbIMO/IHEHMA MpoLefyp, HEOOXOAUMbBIX 415 CAHKLMOHUPOBAHHOTO NUCMONb30BaHUA
NCra.

COTpYAHUK [O/MDKEeH OblTb O03HAKOM/JIEH CO CBefeHMAMM HacToALLen
MonnTUKK, NPUHATBLIX Npoueayp paboTsl ¢ anemeHtamm NCMAH n C3MAH.

CoTpygHukn F'bY3 «LleHTp annepronorum n uMmyHonorun» MwuH3Lpasa
KBP, wucnonb3ylowime TexHUYeCKMe CpeacTtBa  ayTeHTUdMKauuu,  LOSXKHbI
obecneumBaTb COXPAHHOCTb WAEHTU(PMKATOPOB (3/IEKTPOHHbLIX K/OYEN) M He
ponyckatb HC K HUM, a TaK e BO3MOXHOCTb UX yTepu WAN UCNONb30BaHUA
TpeTbUMN nNuuamu. [lonb3oBaTenn HeCyT MNepCOHalbHYK OTBETCTBEHHOCTbL 3a
COXPaHHOCTb MAEHTU(NKATOPOB.

CoTpypgHukn NbY3 «LleHTp annepronorum v MMMyHonorum» MuH3gpasa
KBEP [O/MKHbI cnefoBaTb YCTaHOBJ/IEHHbLIM npouefypamM MOAAEPXKAHUA pexuma
6eszonacHoctT T1AH npu BbiGOpe W MUCNONb30BaHUM naponie (ecnn  He
NCMOMb3YTCA TEXHNYECKNE CPeACcTBa ayTEHTUUKALUN).

CoTpyaHukn I'bY3 «LleHTp annepronorum v MmMmyHosnorun» MuH3gpaBa
KBP nonXHbl 06ecrneynBaTb Hafnexallyr 3auunTty 060pyaoBaHusa, 0CTaBASeMOro
6e3 npucmoTpa, OCOBEHHO B Tex c/yvasdx, Korga B MOMeELLeHWe WMEKT OCTyn
MOCTOPOHHMe fnMua. Bce nonb3oBaTenn [AO/MKHbI  3HATb TpeboBaHUA MO
6esonacHocTn MAH ¥ npouedypbl 3awuTbl 060pYAOBaHUSA, OCTaBlIeHHOro 6e3

MPUCMOTPA, a TaKXKe CBOM 0653aHHOCTM MO 06eCNeUYeHNI0 TaKol 3aLUThl.
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CoTpyZHuMKam 3anpellaeTca ycTaHaB/MBaTb MOCTOPOHHee MNporpamMmMHoe
obecneyeHne, noAKNOYaTb JINYHbIE MOOW/bLHbIE YCTPOWCTBA W HOCUTENN
MH(OpMaL MK, a TaK Xe 3anucbiBaTh Ha HUX 3alULLLAEMYIO MH(OpMaLmIo.

CoTpyaHuKam 3anpewjaeTca pasrfawartb 3awuuiaemMyro  MHMOpMaLUio,
KoTopas cTasna UM U3BeCTHa npu paboTe ¢ MHPOPMaLWOHHbIMKU cucTemamu FbY3
«LleHTp annepronorun n uMmyHonorun» MuHsgpasa KbP, TpeTbnm nuuam.

Mpwu pa6ote ¢ MNAH B NCMAH coTpyaHukn BY3 «LleHTp annepronoruu u
nMmyHonorun» MuHsgpasa KBEP 0653aHbl 06ecrneuynTb OTCYTCTBME BO3MOXHOCTU
npocmoTpa MNAH TpeTbumMn nuuamm ¢ MoOHUTOpoB APM nnm TepmMmnHanos.

Mpw 3aBepweHnmn paboTbl ¢ UCMAH cOTpyAHMKM 0653aHbl 3awmnTnte APM
UIN TePMUHANbI C MOMOLLbI G/IOKMPOBKN KKOYOM WUIM 3KBUBANIEHTHOIO CpeAcTBa
KOHTPONSA, Hanpwumep, AOCTYNOM MO Maposo, ecinm He WUCNONb3ytTca 6onee
CU/IbHbIE CpeACcTBa 3alnThI.

CoTpyaHukn NbY3 «LleHTp annepronorum v MMMyHonorum» MuH3gpasa
KBP [o0/mKHbI  6bITb  MPOMH(OPMUPOBAHLI 06 Yyrpo3ax HapyLleHusa pexunma
6eszonacHocTn MNAH U OTBETCTBEHHOCTM 3a €ro HapyweHue. OHU [ONXKHbI ObITb
O3HaKOM/EHbl C  YTBEPXAEHHOW  (hopManbHOW  MpoUeaypor  HaNOXKeHUs
AVCUMMIMHAPHBIX B3bICKaHUI Ha COTPYAHWMKOB, KOTOPble Hapywwuan MPUHATbIE
MONMTUKY M npouesypbl 6esonacHocTn MAH.

CoTpyAHUKKN 06513aHbl 6€3 NpoMeasieHMsa coobulaTb 060 BCeX HabnoAaeMbIX
WM NOAO03PUTENbHBIX cnyyasax pabotel VCIMAH, morywmux noefevs 3a coboi
yrposbl 6esonacHoctv T1[H, a Takke O BbIABNEHHbIX WMW COBBLITUSAX,
3aTparuBarowmx 6esonacHocTb [M[H, PYKOBOACTBY MoApasfeneHns u nuuy,

OTBevalolleMy 3a HEMe//IeHHOe pearnpoBaHune Ha yrpossl 6esonacHocty MAH.

[JOMKHOCTHbIE 0683aHHOCTY nonb3osatenen NCIAH
[JomKHOCTHble  06f3aHHOCTM  nonb3osatenen WCIAH onucaHbl B

cnefyroLWmnx JOKyMeHTax:
- WHcTpykuma agmuHuctpatopa NCI4H;

- WHCcTpyKumna agmuHucTpatopa 6esonacHoctn MCMAH;
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- NHcTpykuna nons3osatens NCMAH;

- WNHCTpYKLMA nonb3oBaTensa npu BOSHWKHOBEHUWN BHELLTaTHbLIX CI/IT)/&LI,I/IW

OTBETCTBEHHOCTb COTPYAHNKOB
B cootBeTcTBUMM CO CT. 24 PefepanbHOro 3akoHa Poccuinckoin depepaumnm

oT 27 wona 2006 r. Ne 152-®3 «O nepcoHanbHbIX AaHHbLIX» NULa, BUHOBHbLIE B
HapylweHnun TpeboBaHU faHHOro defepanbHOro 3akoHa, HecyT rpaKaHCKYio,
YrO/IOBHYIO, aAMWUHUCTPATUBHYIO, AUCUUMINHAPHYIO WU MHYK MNPeayCMOTPEHHYIO
3aKoHogaTenbCTBOM Poccuiickon degepalmy 0TBETCTBEHHOCTb.

[encTteytollee 3aKOHOAATeNbCTBO PP no3BONSET NpeabsaBnsaTb TpeboBaHMUA
no obecneyeHnto 6GesonacHoM paboTbl C 3alWlMWaeMo UHGopMaumMen wn
npegycMaTpuBaeT OTBETCTBEHHOCTb 3a HapylleHWe YCTaHOBJIEHHbIX MpaBu/
akcnnyatayum 3BM un cuctem, HenpaBOMEPHbIWA AOCTYN K MH(OpPMaLuu, ecnm atu
LAENCTBUA NPUBENN K YHUUTOXEHUIO, 6/IOKMPOBAHNIO, MOAMMUKALUN NHGOpMaL UK
NN HapyLlweHuto paboTel IBM nnu cetent (ctatbmn 272,273 n 274 YK P®).

AamuHuctpatop WCMNAOH w©n  agMuHucTpatop  6e30MacHOCTU  HecyT
OTBETCTBEHHOCTb 3a BCE AEeWCTBMUSA, COBEPLUEHHbIE OT MMEHU UX YYeTHbIX 3anucein
nnn CUCTEMHbIX YUYETHbIX 3anucen, ecnm He [loKasaH (hakT
HeCaHKLMOHNUPOBAHHOIO NCNOMb30BAHMA YUYETHbIX 3anncei.

Mpu HapyweHuax coTpygHukamm [BY3 «LleHTp annepronorun w
nmmMmyHonorun» Mwunagpasa KBP - nonb3oBatenet NCIMAH npaBun, CBA3aHHbIX C
6esonacHocTbto  IMAH, OHWM  HecyT  OTBETCTBEHHOCTb, YCTaHOB/IEHHYO
NEeNCTBYHOL MM 3aKOHOA4ATENbCTBOM Poccuiickon ®deaepauum.

MpuBefeHHble Bbiwe TpebOBaHMA HOPMATUBHbLIX AOKYMEHTOB MO 3aliuTe
NH(opMaLMn LOMKHbI ObITb OTPaXeHbl B I0N0XeHUsAX 0 nogpasgeneHunax Nby3
«LleHTp annepronorum n mmmyHonorum» MuH3gpaBa KBP, ocyliecTBaaroWwmx
o6paboTtky MAH B NCIMAH M AOMKHOCTHBIX WHCTPYKUUAX COTPYAHUKOB BY3

«LleHTp annepronorun n ummyHonornm» MuHsgpasa KbP.
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Heobxoaumo BHecTu B [lonoXeHMs o nogpasgeneHnsax FbY3 «LeHTp
annepronornn n MMmyHonorun» MuHsgpasa KBP, ocyulecTBnstowmx ob6paboTky
NAH B NCMNAOH cBefeHNUs 06 OTBETCTBEHHOCTM UX PYKOBOAUTENEN N COTPYAHUKOB
3a pasrfaweHume U HeCaHKUMOHMPOBAHHYK  MoOAuMUKaunio  (MCKaxeHwue,
(hanbcuukaumno) MNAOH, a TakXKe 3a HeMPaBOMepPHOE BMELLATENbLCTBO B MPOLeCChl

NX aBTOMaTM3MPOBaHHON 06pPaboTKM.
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7.CNUCOK MCNONIb30BaHHbIX NCTOYHNKOB

OCHOBHbIMW HOPMAaTUBHO-MPaBOBbLIMU U METOLNYECKUMMU
AOKYMeHTaMu, Ha KOTopbIX 6a3upyeTcsa HacTosAwas Monntuka, ABNATCA:
depepanbHbli 3akKoH 0T 27.07.2006 r. Ne 152-®3 «O nepcoHasnbHbIX
AaHHbIX» (panee - ®3 «O nepcoHaNbHbIX [aHHbIX»), YCTaHaBMBaOLLNI
OCHOBHble MNpPUHUMNLI WU Yycnosus o6paboTtknm T[AH, npasa, 0683aHHOCTU W

OTBETCTBEHHOCTb Y4aCTHUKOB OTHOLUEHWIA, CBA3AHHbIX C 06pa6OTKOl7I MAH.

«Tpe6oBaHMs K 3allUTe MEPCOHaNbHbIX faHHbIX MNpu UX 06paboTke B
MHOPMALMOHHbIX  CUCTEMax  MEPCOHaNbHbIX  AAaHHbIX»,  YTBEPXAEHHOE

MocTaHoBneHMeM lMpaButenscTea P® o1 01.11.2012 r. Ne 1119.

«[onoxeHne 06 OCOGEHHOCTAX 06pPabOTKM MNEePCOHaNbHbIX AaHHBIX,
OCYLLEeCTBNISIEMOIN 6€3 MCNONb30BaHUS CPeACTB aBTOMATM3aLUW», YTBEPXAEHHOE

MocTaHoBneHMeM lNpaButenscTea P® ot 15.09.2008 r. Ne 687.

«TpeboBaHUA K  MaTepuanbHbIM HOCUTENsAM B6MOMETPUYECKUX
MEPCOHaNbHbIX AaHHbIX W TEXHOMOTMSIM  XPaHEHWS TaKWX [aHHbIX BHe
MH(OPMALMOHHBIX ~ CUCTEM  MEPCOHANbHbIX  [aHHbIX»,  YTBEPXAEHHbIE

MocTaHoBneHMeM MpaBuTensctea P® o1 06.07.2008 r. Ne 512.

HopmatuBHO-MeTOANYECKME  JOKYMeHTbl  defepasbHON  cnyxbbl Mo
TEXHUYECKOMY W 3KCMepTHOMY KOHTpo/t Poccuiickon Pepepauun (panee -
®CTIK Poccun) no obecneyveHunto 6esonacHoctn MAH npu mx 06paboTke B
NCrau:

BasoBasi Mofenb Yrpo3 6e30MacHOCTU MePCOHaNbHbIX fAaHHbIX MNpU KX
06paboTKe B MHMOPMALMOHHbIX CUCTEMAx MePCOHaNbHbIX [aHHbIX, YTB. 3am.

anpektTopa ®CTIK Poccum 15.02.08 T.
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MeToauKa OLEHKM Yrpo3 6e30nacHOCTM WHGopMaLuK, YTBEpXAeHHas

®CTIK Poccun 5 gpespans 2021 roja.

Mpukaz ®CTIK Poccum Ne21 ot 18 theBpans 2013 roga «O6 yTBEPXKAEHUN
CocTaBa 1 cofepXXaHus opraHn3aunoHHbIX U TEXHUYECKMX Mep No o6ecrneyeHunto
6e30MacHOCTN MepCoHabHbIX AaHHbIX MpU MX 06paboTKe B WHMOPMAaLUOHHBIX

cnucTtemMax nepcoHaabHbIX AaHHbLIX»,

Mpukas PepepancHOM cny>bbl 6e3onacHocTn Poccuitckoin depepaunmn ot
10 wwona 2014 r. N 378 «0O6 yTtBepxaeHnn CoctaBa W COfepXaHuA
OpraHu3auMoHHbIX W TEXHUYECKMX Mep Mo obecneyeHuto 6e30MacHOCTU
MepCcoHanbHbIX fAaHHbIX MpU KUX 06paboTke B MHPOPMaLMOHHBLIX CUCTEMaXx
MepCcoHasnbHbIX AaHHbIX C UCMONb30BaHWEM CPeACTB KpunTorpapuyeckomn 3awnThbl
NH(popMaLUKN, HeOBXOANUMBIX ANA BbIMNOMHEHUS YCTaHOBMEHHbIX MpaBUTENLCTBOM
Poccuiickoin Pepepaumm TpeboBaHMA K 3awWuMTe MNepCOHaNbHbIX [AaHHbIX [ANS

KaXK[0ro 13 yPOBHEl 3alULLEHHOCT».

3amecTuTeNb N1aBHOroO Bpaya
Mo opraHn3aLMoOHHO-MeTOANYECKON paboTe KaHykoB M.P.





