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OMNPELENEHUNA

B HacTosAwem [OKYMEHTe WCNOMb3yKTCA Chnefytowmne TepMuUHbl N KX
onpeenexHus.

ABTOMaTM3NpPOBaHHasA CUCTemMa - CUCTeMa, COCTOALWLAfA M3 nepcoHana u
KOMM/ieKca CpeAcTB aBTOMaTu3aLuy ero AesTeslbHOCTU, peanu3ytoulas MHgopma-
LMOHHYO TEXHOJIOTMIO BbIMONHEHWUS YCTAaHOBNEHHbIX (DYHKLWA.

AyTeHTU(MKaLMA OTNPaBUTENA LaHHbIX - NOATBEPXAEHME TOrO, YTO OT-
npaBuUTeNb NOMYYEHHbIX AAaHHbIX COOTBETCTBYET 3asAB/IEHHOMY.

Be3onacHOCTb MepcoHasibHbIX [aHHbIX - COCTOAHWE 3alULLLEeHHOCTM
MepcoHasibHbIX  AaHHbIX, XapakTepusyemoe CMoCOOHOCTbLIO  NOJSIb30BaTENEN,
TEXHUYECKUX  CPeACTB UM WMH(OPMaUMOHHbLIX  TeXHONMormi  obecneynTb
KOH(OMAEHUMaNbHOCTb, LeNIOCTHOCTb M AOCTYMHOCTb MepCOHasIbHbIX AaHHbIX Mpu
X 06paboTKe B MH(HOPMaLNOHHBIX CUCTEMAX MePCOHaNbHbIX AaHHbIX.

BuomeTpuyeckne nepcoHasbHble [aHHble -  CBefleHUsA, KOTopble
XapakTepusyT QuU3nonornyeckme oCobeHHOCTU Ye/loBEKa U Ha OCHOBE KOTOPbIX
MOXHO YCTaHOBUTb €ro /IMYHOCTb, BK/KOYad qoTorpadum, oTrnevyaTkyu nasbles,
obpa3 ceTyaTKM rnasa, OCOBEHHOCTW CTPOEHUA Tena W APYryw MNofo6HYH
NHOpMaLUIO.

BEnoknpoBaHme nepcoHanbHbIX AAaHHbIX - BPEMEHHOe npeKpalieHne
06paboTKM NepcoHanbHbIX AaHHbIX (32 UCKIKOYEHMEM CllyyaeB, ecniv obpaboTka
HeobxoaMma An1s YTOUHEHUS MepCOHaNbHbIX AAHHbIX).

Bupyc (KOMMNbIOTEPHbIN, MPOrpaMMHbIii) - UCMNOMHAEMbIN NPOrpaMMHbIiA
KO UMW VUHTEPNnpeTUpyeMblil Habop WMHCTPYKUWIA, 06Nafatolwinmii CBOMCTBaAMU He-
CaHKUMOHMPOBAHHOIO pacnpocTpaHeHMsa W camoBocnpou3BefeHns. Co3faHHble
Ayb6nukaTbl KOMMbIOTEPHOIO BMpYyCa He BCerga coBnajalT C OPUrMHaNIOM, HO CO-
XpaHAT CNOCOBHOCTbL K Aa/ibHeillemMy pacnpocTpaHeHUo U caMoBOCNpou3Bese-

HUIO.



BpenoHocHaa nporpaMmma - nporpaMma, npefjHasHavyeHHas Aas oCyulecTB-
NeHNs HeCaHKLMOHMPOBAHHOIO A0CTyna U (M1m) BO3AEWCTBUS Ha MepCOHa/bHbIe
AaHHble UK pecypcbl MHHOPMALMOHHON CUCTEMbI NEPCOHANbHBIX AaHHbIX.

BcnomoratenbHble TEXHUWYECKME CPeACcTBAa UM CUCTEMbI - TeXHMYecKue
CPeAcTBa M CMCTEMbI, He MpeAHa3HaYeHHble AN Mepefayn, 06paboTKM U XPaHEHWS
MepCoHaNbHbIX AaHHbIX, YCTaHaB/MBAEMblE COBMECTHO C TEXHWYECKMMU CPeAcT-
BaMM K CUCTEMaMM, MpeaHas3HaYeHHbIMW A1 06pabOTKM MepcoHanbHbIX AaHHbIX
WA B MOMELLEHUAX, B KOTOPbIX YCTaHOB/IEHbI WMH(OPMaLMOHHbIE CUCTEMbI MEPCO-
Ha/IbHbIX AaHHbIX.

JocTyn B onepayuMoHHYK cpefy KomnbloTepa (MHOPMaLMOHHOM
CUCTEMbl MNEPCOHasIbHbIX [aHHbIX) - MO/ly4YeHMe BO3MOXKHOCTM 3anycka Ha
BbINO/IHEHME LUTATHbIX KOMaHA, (YHKUWIA, npouesyp OnepauyoHHON  CUCTEMbI
(YHWUTOXEHMS, KOMWPOBaHMUS, MNEepeMeLleHns K T.M.), WCNOMHSieMbIX (haiinoB
MPVKNagHbIX NPOrpamm.

JocTyn K nHpopmaunum - BO3MOXHOCTb MOAYyYeHUst MHOPMaLMKA U ee UC-
MONb30BaHNS.

3akKnafiloMHOe YCTPONCTBO - 3/IEMEHT CpeLCcTBa CbeMa MHPOPMALIMK, CKPbITHO
BHeApseMblli  (3aKNadblBaeMblii  WAM  BHOCUMbIA) B MeCTa BO3MOXHOIO Cbema
nHhopmaumm (B TOM YMCNe B OrpaXAeHne, KOHCTPYKLUMIO, 060pyaoBaHMe, NpeaMeTbl
NHTEpbepa, TPaHCMOPTHbIE CPEACTBa, a TakKXKe B TEXHMYECKME CpeAcTBa U CUCTEMbI
06paboTKn nHGopmayun).

3awmuwaeman nHgpopmayma - MHpopmauus, SBASOWasca nNpegmeToMm cob-
CTBEHHOCTVM W nojg/exaulas 3alwute B COOTBETCTBUM C TpebOBaHUAMK MpPaBOBbIX
[AOKYMEHTOB MM TPe6OBaHMAMMU, YCTaHaB/IMBAEMbIMW COOBCTBEHHNKOM MH(opMaL .

NaeHTndmkaums - npucBoeHne cybbekTaM M 06bekTaM AocTyna WAEHTU-
(mkatopa W (MNM) CpaBHEHWE MPeLbSBASEMOro WAEHTU(UKATOPA C MEPEYHEM

MPUCBOEHHbIX MAEHTUDUKATOPOB.



NHhOopMaTUBHbIN CUTHAN - 3MEKTPUYECKMe CUTHaMbl, aKyCTUYEeCKue, 3MeK-
TPOMarHWTHble W [pyrve (u3nyeckre Nons, Mo napaMeTpam KOTOPbIX MOXET ObiTh
pacKpbITa KOH(UAEHUMaNbHasA HhopmaLums (NepcoHanbHble AaHHbIE) 0b6pabaTbiBaeMas
B MHOPMALMOHHOI cMCTEME NEPCOHA/bHBIX AaHHBbIX.

NHhopMaLnOHHbIE TEXHONOMMK - MPOLIECChl, MeTOAbI MOUCKa, cbopa, Xpa-
HEeHWs,, 00pabOoTKW, NpPeAOCTaB/IEeHUs, PACNPOCTPaHEHNUs MHHOPMALMX U Cnoco6bl
OCYLLECTBNEHNS TaKUX NMPOLIECCOB 1 METO/0B.

MHhopmaymoHHas cucTemMa MepcoHanbHbIX fAaHHbIX (MCMAH) -
COBOKYMHOCTb COAepXalluxcs B 6a3ax [aHHbIX MePCOHaNbHbIX AaHHbIX W
obecneymBaloWMX MX 06paboTKy UHPOPMALMOHHBIX TEXHONOTMIA N TEXHUYECKUX
CpeacTs.

cnonb3oBaHWe MNepcoHanbHbIX fAaHHbIX - fAeiicTBMA (onepauun) c
MepCcoHaNbHbIMW JaHHbIMW, COBEpLUAEMble OMepaTopoM B LENAX MPUHATUS
PELleHN A WU  COBEPLUEHMS WHbIX [eWCTBUIA, NOPOXAAMLWINX opUanyeckue
MOCNeAcTBUS B OTHOLLUEHMM CyOGbekTa MepCoHaNbHbIX AaHHbIX UMW APYTUX NULL
nn6o MHbLIM 06pPa3oM 3aTparmBaroLLMX Npaea 1 cBO6OAbI Cy6beKTa NepcoHanbHbIX
AaHHbIX U APYTUX NN,

MCTOUHUK yrpo3bl 6e30NacHOCTU UHGopMaL MK - cyobekT aocTyna, maTe-
pUanbHbIA 06BEKT UK (3MYECKOe SBMEHUE, SBNSAIOLLMECS NMPUUMHON BO3HUKHOBEHMS
yrpo3bl 6e30MacHOCTI UH(OPMALUN.

KOHTponupyemasi 30Ha - MPOCTPAHCTBO (TepPpPUTOPWS, 3AaHKe, YacTb 3AaHus,
MOMELLEHNE), B KOTOPOM WCK/OUYEHO HEKOHTPONMPYyeMoe MpebbiBaHWe MOCTOPOHHMX
NNLL, a TaKXKe TPAHCMOPTHBIX, TEXHUYECKMX U MHbIX MaTepuabHbIX CPEACTB.

KOH(DMAEHUNANbHOCTb MNEPCOHaNbHbIX fAaHHbIX - 006s3aTeNlbHOe ANS
CO6NIOAEHNS OMEPaTOPOM WU MHLIM MOMYYMBLUMM AOCTYMN K MEPCOHa/bHBIM AaHHbIM
nuuoM TpeboBaHME HE [AOMycKaTb WX pacrnpocTpaHeHue 6Ge3 cornacus CcyGbekTa

NepCcoHa/IbHbIX AaHHbIX NN HANIMYNA NHOI0 3aKOHHOIO OCHOBaHUA.



MeXCceTeBOMN 3KpaH - 0Ka/ibHOe (0HOKOMMOHEHTHOE) UK YHKLMOHA/IbHO-
pacrnpefeneHHoe nporpammMHoe (NporpammHo-anmnapaTHoe) CpPeacTBo  (KOMMJIEKC),
peannaytoLLiee KOHTPO/Ib 3a MH(hopMaLueid, NocTynaroLwein B MHPOPMaLMOHHYHO CUCTEMY
NepPCOHasIbHbIX AaHHbIX U (M1K) BbIXOAALLEN N3 NHOPMALMOHHON CUCTEMBI.

HapywmnTtenb 6e30NacHOCTM NePCOHasIbHbIX AaHHbIX - (M3MYECKOE NNLIO,
CNy4YaiiHO uUnu nNpefHaMepPeHHO CoBepLUatoLLEee AENCTBUSA, CNeACTBUEM KOTOPbIX ABNSETCA
HapyLleHne 6e30MacHOCTU MePCOHa/bHbLIX [AaHHbIX MPU MX 00pPaboTKe TEXHMYECKUMMU
cpefcTBaMy B MHPOPMALMOHHBIX CUCTEMAX MePCOHa/bHbIX AaHHbIX.

HeaBToMaTu3npoBaHHasi 06paboTKa MNepCcoHasibHbIX  AaHHbIX
06paboTKa NepCcoHasbHbIX JaHHbIX, cofepXawmxcs B MHDOPMALMOHHON cucteme
NepcoHanbHbIX [aHHbIX NNO0 W3BMIEYEHHbIX W3 TaKOW CUCTEMbI, CYUTAETCA
OCYLL,eCTB/IEHHO 6e3 MCNONb30BaHMUA cpeacTs aBTOMaTu3aummu
(HeaBTOMATM3MPOBAHHOWN), €CNY TaKNe AEeNCTBUA C NePCOHaNIbHbIMWN JaHHbIMU, Kak
NCNofb30BaHMe, YTOYHEHWe, pacnpocTpaHeHWe, YHWUUYTOXEHWEe rMepcoHa/bHbIX
NAHHbIX B OTHOLWIEHUM KaXAoro w3 CYO6bLEKTOB MNEPCOHaNbHbIX AaHHbIX,
OCYLLeCTBNAKTCA MPWN HENocpeacTBEHHOM y4acTUX Yesi0BeKa.

HepeknapmpoBaHHble BO3MOXHOCTU -  (DYHKLUMOHa/IbHbIe BO3MOXHOCTU
CPEACTB  BbIYUCNNTENbHOM TEXHUKW, HE OMUCaHHbIE WM He COOTBETCTBYHOLLME
OMNCaHHbIM B AOKYMEHTaLuW, NPU UCMOMNb30BaHNN KOTOPbIX BO3MOXXHO HapyLleHue
KOH(PUAEHUMANbHOCTW,  AOCTYMHOCTM WAW  LENOCTHOCTM  06pabaTbiBaeMO  WUH-
hopmaumn.

HecaHKUMOHNPOBaHHbIW AOCTYN (HECAHKUMOHWUPOBaHHbIE AEUCTBUS) -
[OCTYN K MHopMauunM unn OeicTBUA C MH(OPMaUMen, Hapyluatoline npasuia pas-
rpaHMYeHnss [ocTyna C WCMONb30BaHWMEM LUTATHbLIX CPEACTB, MNPEAOCTaBISEMbIX
NHPOPMALNOHHBIMN CUCTEMAMM NEPCOHANbHbIX AaHHbIX.

Hocutenb mMHGopmauumn - (U3NMYECKoe NNLO UM MaTepuasbHblii 00bEKT, B

TOM 4ucrne CpVI3I/I‘-I€CKO€ nose, B KOTOPOM Manopmauvm HaxoAuT CBOE OTpa>KeHWNE B BUAE



CYMBO/I0B, 06pa30B, CUrHAI0B, TEXHUYECKUX PELLEHNIA U NPOLECCOB, KOMMYECTBEHHbIX
XapaKTepucTnkK (nU3nNYecKnx BeIMYuH.

O6e3nMumnBaHMe MNepcoHanbHbIX f[aHHbIX - [eACTBUS, B pe3ysbTaTe
KOTOPbIX CTAHOBUTCA HEBO3MOXHbIM 6€3 WCMNO/Ib30BaHWUA  [OMO/HUTE/IbHOW
NHOopMaLUN onpeaenuTb NPUHAANEXHOCTb NEPCOHANbHbIX AAHHBIX KOHKPETHOMY
CYObeKTY NnepCoHanbHbIX AaHHbIX.

O6paboTKa nepcoHasibHbIX AaHHbIX - N060e AericTBMe (onepauuns) Uam
COBOKYMHOCTb AeiCTBUI (Onepaunin), coBepllaembiX C UCMNO/Ib30BAHWEM CPefCTB
agTomMaTusaumm unmM 6e3 MCNosib30BaHMA TakKuMX CPeAcTB C MepCcoHasIbHbIMU
AaHHbIMK, BKAOYas cbop, 3anucb, CUCTEMATM3aLMIO, HaKOMIEHMEe, XpPaHeHKe,
yTOouHeHVe (0OHOBNEHWEe, W3MeHeHWe), W3BfIeYEHMeE, WCMOJMb30BaHWe, Mepefavy
(pacnpocTpaHeHue, npegocTasneHne, Ao0CTyn), ob6e3nnyuBaHue, 6GM0KUPOBaHNE,
yaaneHue, YHUUTOXEHMEe NepcoHasibHbIX AaHHbIX.

OOLWefoCTYNMHbIE MNepCOHasibHble fJaHHble - MepcoHalbHble [aHHble,
[JOCTYM HeorpaHWYeHHOro Kpyra nuy K KOTOPbIM MpefocTaBieH C corfacus
cybbekTa MnepcoHanbHbIX [aHHbIX WM Ha KOTOpble B COOTBETCTBUM C
(hefepanbHbIMX - 3aKOHaAMKM  He pacnpocTpaHseTcd TpeboBaHWe cobnaeHUs
KOH(PMAEHLMANbHOCTH.

OnepaTtop (nNepcoHanbHbIX [aHHbIX) - TOCYAAPCTBEHHbLIA  OpraH,
MYHULMNANbHbLIA OpraH, Hpuanyeckoe Uav (uUsnyveckoe NnULO, CaMOCTOATENbHO
MWW COBMECTHO C APYrUMMW nvuamu opraHusytouime un (Unm) ocywiecTBastoLme
06paboTKy MNepcoHanbHbIX [aHHbIX, & Takxe onpejenswwue uenm obpaboTku
MepcoHanbHbIX JaHHbIX, COCTaB NMePCOHaNbHbIX AaHHbIX, MOAMexalnx 06paboTke,
penctema (onepaumun), coBepluaemMble C NePCOHaNbHbIMU JAHHLIMU.

TexHu4ecKkne cpeacTea WHMOPMAaLMOHHOM CUCTEMbl MEPCOHasIbHbIX
JAaHHbIX - CPeACTBa BbIYUCIUTENbHON TEXHUKM, WH(DOPMALMOHHO-BbIYUCINTENBHbIE
KOMNJIEKCbI N CETU, CPEACTBA U CUCTEMbI Nepedadn, npmema n 06paboTkm MAH (cpeactsa

N CUCTEMbI 3BYKO3arnmncu, 3BYKOYCWU/TIEHUA, 3BYKOBOCMPOU3BEAEHUA, TMEPETOBOPHbLIE U



Te/IeBM3MOHHbIE YCTPOWCTBA, CPEeACTBA M3rOTOB/IEHWNSA, TUPKMPOBAHUA LOKYMEHTOB U
Apyrve TeXHUYecKne cpeacTtsa 06paboTKM PEYEBOi, rpauyeckoin, BUAeo- N OYKBEHHO-
UMpoBoi NHhopMaLuun), NporpaMMHble cpeacTea (onepayyoHHble CUCTEMbI, CUCTEMbI
ynpasneHns 6azammn JaHHbIX W T.MN.), CPeACTBA 3aLMTbl UHOPMaLUK, NPUMEHSEMbIE B
MH(DOPMaLMOHHbIX CUCTEMAX.

MepexBaT (MH(OpMaLUKN) - HEMpPaBOMEPHOE MONy4YeHUe UHGopmauum c
MCNOMb30BaHMEM TEXHUYECKOro CpeAcTBa, OCYLLECTBAAKOLWEro 06HapyXXeHue,
nprvem n 06paboTKy MHPOPMATUBHBIX CUTHANOB.

MepcoHanbHble AaHHble - N0b6as MHpopmayms, OTHoCAWAACS K NPsSMO
WX  KOCBEHHO OMpefefieHHOMY WX OnpejensemMomy (U3NYecKOMy nuuy
(cy6beKTY nepcoHanbHbIX faHHbIX);

Mo60YHbIE  3NEKTPOMarHUTHbIE N3NyYeHns n HaBogKK -
3NeKTPOMarHMTHbIE M3YYEHUS TEXHMYECKUX CpeAcTB 06pabOTKM 3aluilaemoin
WH(opMaLMn,  BO3HMKalOWMe Kak MNo6OYHOe  fABNEHWe W Bbl3BaHHbIE
ANEKTPUYECKUMU CUTHANAMW, AeACTBYHOWMUMUN B UX 3NEKTPUYECKUX N MarHUTHBIX
Lensx, a TakKe 3/1eKTPOMarHUTHble HaBOAKW 3TUX CUIHa/I0B Ha TOKOMPOBOAALLME
NMHUU, KOHCTPYKLUMU U LENU NUTaHKUS.

MonnTnkKa  «4YUCTOro  CToNa» -  KOMMNJEKC  OpraHm3ayMOoHHbIX
MEPONPUATUIA, KOHTPONIUPYIOLWMX OTCYTCTBME 3anucbiBaHMA Ha OyMaXKHble
HOCMTeNN Kn4denh u atpubyToB gocTyna (naponer) M XpaHeHUs uX BOGIU3K
00bEKTOB fJoCTyna.

Monb3oBaTeNb MHHOOPMALMNOHHOMW CUCTEMbI MEePCOHasIbHbIX JaHHbIX -
nmuo, yyacteyrollee B (DYHKUMOHMPOBAHUW  WUH(OPMAaLWUOHHON  CUCTEMBI
MepcoHasibHbIX AaHHbIX WX UCNONb3YytoLLee pe3ybTaTbl ee PYHKUNOHNPOBAHUA.

MpaBuna pasrpaHNyYeHns AocTyna - COBOKYMHOCTb MpasBwu/, perfnameHTn-
pyloLWmx npaea AocTyna Cy6obeKTOB A40CTyNa K 06beKTaM A0CTyna.

MporpaMmmHan 3akniagka - Koj nporpaMmel, npefHamMmepeHHO BHECEHHbIV B

NporpaMmy ¢ Lefibi0 OCYLLECTBUTL YTEeUKY, U3MEHUTb, 6/IOKMPOBATh, YHUUTOXUTb
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NH(OPMaLMIO MW YHUUYTOXUTb U MOAUPULMPOBATbL NPOorpaMmHoe obecreveHune
MH(OPMALMOHHOW CUCTEMbI MepPCOHaNbHbIX AaHHbIX U (MAK) 610KMpoBaTh anmna-
paTHble cpeacTBa.

MporpammHoe (NnporpamMmMHoO-maTeMaTU4eCcKoe) BO3jeicTBME
HeCcaHKUMOHUPOBaAHHOe BO3JeNCTBME  Ha  pecypcbl  aBTOMAaTM3MPOBAHHOWA
WH(OPMALMOHHOW CUCTEMbI, OCYLLECTB/NISIEMOE C WUCMOJ/Ib30BaHWEM BPEAOHOCHbIX
nporpamm.

PackpbiTue MepcoHanbHbIX [aHHbIX - YMbIW/IEHHOE WAW ClyYainHoe
HapyLleHne KOHDUAEHLNANbHOCTN NePCOHaNIbHbIX AaHHbIX.

PacnpocTpaHeHMe MepcoHaNbHbIX AaHHbIX - AeWCTBUA, HanpaB/ieHHble
Ha pacKpbiTUe NepPCcoHaNIbHbIX AaHHbIX HEOMpeAeleHHOMY Kpyry nuu,.

Pecypc NMH(OPMaLVMOHHOM CUCTEMbI - MUMEHOBAHHbIN 31EMEHT CUCTEMHOTO,
NMPUKNagHOro UnIu annapatHoro  obecneyeHus (hYHKLMOHUPOBaHMSA
NH(OPMaLNOHHOWN CUCTEMBI.

CneynanbHble KaTeropmm nepcoHanbHbIX f[aHHbIX - MepCcoHasbHble
[aHHble, Kacallimecs pacoBOi, HaUMOHa/IbHOW MPUHAANEXHOCTU, MOANTUYECKUX
B3rNSA40B, PEIUTNO3HBIX UM PUNOCOPCKUX YOEXAEHUA, COCTOAHMA 340POBbA U
NHTUMHOWM XXU3HW CyObeKTa NepCOHaNIbHbIX AaHHbIX.

CpefcTBa BbIUNCINTENIBHOW TEXHUKW - COBOKYMHOCTb NPOrpamMMHbIX U TeX-
HUYECKMX 3/1eMEHTOB CUCTEM 06pabOoTKM [aHHbIX, CMOCO6HbLIX (YHKLMOHMPOBATb
CaMOCTOATENIbHO WK B COCTaBe APYrnx CUCTEM.

Cyb6beKT goctyna (Cy6bbeKT) —ULO WAK npouecc, AeUCTBUA KOTOPOro per-
NaMeHTUPYITCSA NpaBuiamu pasrpaHMyeHns 4ocTyna.

TexHNYeCcKUn KaHan yTedkn MHGopmaLnm - COBOKYMHOCTb HOCUTENSA WH-
(hopmaummn (cpefactea 06paboTKM), (U3MYECKOM Ccpedbl pacnpocTpaHeHUs WHGop-
MaTMBHOrO CUTHasia U CpeacTB, KOTOPbIMU J0ObIBAETCA 3aLMLaeMas MH(hopMaLms.

TpaHcrpaHn4yHass nepegada repcoHanbHbIX [aHHbIX - nepejaya

MepcoHanbHbIX  AaHHbIX OMepatopoM 4Yepe3 [OCyAapCTBEHHYH  rpaHuLy
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Poccuiickon  ®epgepaymm  opraHy  BnacTM  MHOCTPAHHOrO  rocyfAapcTBa,
(hM3MYECKOMY WU IOPUANYECKOMY NINLY MHOCTPAHHOIO rocyaapcrea.

Yrpo3bl 6e30NacHOCTN NePCOHasIbHbIX faHHbIX - COBOKYMHOCTb YCN0BWIA U
(haKTOpOB, CO3fatoLWMX ONAaCHOCTb HEeCAHKLMOHMPOBAHHOIO, B TOM YMUC/E Cy4YailnHoro,
[OCTYMa K NepPCOHa/IbHbIM [JaHHbIM, pe3y/ibTaTOM KOTOPOro MOXET CTaTb YHUUTOXEHMUE,
M3MeHeHue, 6/10KMPOBaHNe, KOMMPOBaHUe, pacnpoCcTpaHeHe NepcoHasIbHbIX AaHHbIX, a
TaKXXe MHbIX HECAaHKLMOHNPOBAaHHBIX AENCTBUA NpK UX 06paboTKe B MH(OPMaLMOHHOM
CUCTEME NepCoHaNbHbIX JaHHbIX.

YHNUTOXXEHNE MepCoHalIbHbIX [JaHHbIX - [elACTBMA, B pesynbrarte
KOTOPbIX CTAHOBUTCA HEBO3MOXHbIM BOCCTAHOBUTb COAepXXaHWe MNepcoHanbHbIX
JaHHbIX B WHMOPMALMOHHON CUCTEMe MepPCoHaNbHbIX AaHHbIX W (Wn) B
pesynbTaTe KOTOPbIX YHMUUTOXAKTCA MaTepuanbHble HOCUTENN MepCoOHabHbIX
JaHHbIX.

YTeuka (3awimuwaemon) wmHpopmMauum no TeXHUYECKUM KaHanam -
HEKOHTPO/IMPYEMOe pacnpocTpaHeHne NHopMaLmMi 0T HOCUTENA 3aliuLaemoin nHhop-
MaumMm depes (U3NYECKYHO cpefly 4O TEXHWYECKOro CPeAcTBa, OCYLLECTBASANOLLEro
nepexsaT MH(OpMaLUW.

YA3BMMOCTb - €n1aboCTb B CPeACTBaXxX 3alMTbl, KOTOPYH MOXHO MCNONb30BaTh
[N19 HapyLLEHNA CUCTEMbI U COepKaLLleiics B Hel MHopmMaLun.

LleNloCTHOCTb MHGOpPMaUnK - CNOCOOHOCTb CPEACTBA BbIUUC/IUTENIbLHON TeX-
HWKN UM aBTOMATM3MPOBAHHOM c1CTeMbl 06ecrneymBaTb HEM3MEHHOCTb MH(opMaLn B

YCNOBUSX CyYaiiHOTO U/MNn NpeaHamMepeHHOr0 NCKaXXeHWs (paspyLUueHus).



OBO3HAUYEHWNA N COKPALWLEHWA
ABC - aHTUBMpYCHbIE CpeacTBa

APM - aBTOMaTM3MpoBaHHOE paboyee MeCTo

BTCC - BcrnomoraresibHble TeXHUYeCcKne cpeacTsa v CUCTEMBI
NCLLH - nHdpopmaumnoHHasa cucteMa nepCcoHasibHbIX AaHHbIX
Wb - nHgpopmaymoHHas 6e30MacHOCTb

K3 - KOHTponnpyemas 30Ha

NBC —10KanbHas BblUMCINTENbHAA CeTb

M3 - MeXCceTeBOW 3KpaH

HC/ - HeCaHKUMOHMPOBAHHbIW AOCTYN

OC - onepaunoHHas cucTema

INAH - nepcoHanbHble JaHHble

MMB - nporpaMMHO-MaTemaTU4eCcKoe BO3JeincTBme

MO - nporpammHoe obecreyveHne

M3MWH - Nno60YHble 31eKTPOMArHUTHbIE U3TYYEHWSI N HABOAKM
CA3 - cucTtema aHanmsa salneHHoCTH

C3W - cpepacTsa 3almMThl MHPOPMaLUM

C3MAH - cucrtema (moacmcTema) 3awimMTbl NepPCcoOHanbHbIX AAHHbIX

COB - cuctema 06HapyXeHUs BTOPXXEHWUA
TKYW - TexHu4eckune KaHasbl yTEUYKU MHOPMALMM

YBIMAH - yrpo3bl 6e30nacHOCTY NePCOHabHbIX AaHHbIX

12
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BBEAEHWE

Hactoswee  [lonoxeHue MH(OPMaLMOHHOM 6e3onacHoCcTK B
[oCyfapCTBEHHOM  OHOKETHOM  yupeXAeHun  34paBoOXpaHeHus  «LleHTp
annepronornn u MMMyHonorun» MuHUCTepcTBa 3[4paBooxpaHeHnss KabapanHo-
Bankapckon Pecny6nukn (ganee no Tekcty - BY3 «LleHTp annepronorun u
nmmyHonornm» MwuHsgpasa KBP), aBngetca oduuuanbHbIM AOKYMEHTOM, B
KOTOpPOM onpejeneHa cucTemMa B3rnsgoB Ha obecneyeHne WHGOPMaLNOHHON
6e3onacHocTn NbY3 «LleHTp annepronorun u MMyHonorum» Munsgpasa KbP.

HeobxoaumocTb pa3paboTkn [MonoXxeHnMsa o6yc/roBfeHa CTPEMUTESIbHbIM
paclwunpeHvem cgepbl NPUMEHEHUS HOBEMLMX MHPOPMALNOHHBIX TEXHOMOTUA 1
npoueccoB B NBY3 «LleHTp annepronornn n nmmyHonorun» MuH3gpasa KBP,
npn 06paboTke MHPopMaLn BoO6LLE, Y NEPCOHANbHbLIX JaHHbIX B YACTHOCTMW.

HacTtoswee TofoxeHne onpefenser OCHOBHble LenM W 3ajayn, a Takxe
o0y CTpaTerntd MNOCTPOEHUA CUCTEMbl 3alWMTbl MepCoHaNbHbIX [LAaHHbIX
(C3NAaH) FeY3 «LUeHTp annepronorun n ummmyHosnorum» MuHsgpasa KBP.
MonoxeHne onpegensieT OCHOBHble TpeboBaHUA M 0a30Bble MNOAXOAbI K WX
peanunsaunn, s LOCTUXKEHUA TpebyeMoro ypoBHA 6e30MacHOCTN MH(opMaLum.

MonoxeHne paspaboTaHO B COOTBETCTBMM C  CUCTEMHbIM MOAXOAOM K
obecrnevyeHnMto  MHGOPMALNOHHOW 6e30nacHoCTH. CucTemMHbI noaxon
npegnonaraetr  npoBefeHue KoMMekca MepOoNpUATUN, BK/HOYaK L NX
uccnegoBaHve yrpos MHgopmaunoHHoW 6e30nacHOCTM U pa3paboTKy CUCTEMbI
3awmntel  TMAH, € MNO3UUMW  KOMMJIEKCHOTO MNPUMEHEHUA TeXHWYECKUX W
OpraHu3aunoHHbIX Mep 1 CPeACTB 3alUThl.

Moa wHdopmaynoHHON 6GesonacHocTblo MAH NOHUMaeTCs 3alULEeHHOCTb
MepcoHanbHbIX [aHHbIX W o6pabaTbiBaloWen MX WMHPPACTPYKTYpe OT /oObIX
CNyyaHbIX WU 3/10HaMEepPEeHHbIX BO3AEWCTBUIA, pPe3ynbTaTOM KOTOPbIX MOXET
fBUTbCA HaHeceHMe Yyulepba camoil MHGpopmauuun, ee Bnagenbuam (CybbekTam

MAH) Unn NHPaCTPyKType. 3agaun MHHOPMaLMOHHOW 6e30MacHOCTM CBOAATCS K



14

MUHAMM3ALMN ywepba OT BO3MOXHOW peanunsauum yrpo3s 6esonacHoctu MAH, a

TakXXe K NPOrHO3MPOBaHUIO U NPefoTBpaLLeHN0 TaKUX BO3AENCTBUA.

MonoxeHue CNY>XUT OCHOBOW NS pa3paboTKu Komnekca
OpraHmn3aunoHHbIX W TEXHUYECKUX Mep Mo 06ecrnevyeHM0 WHHOOPMaLMOHHOM
6e3onacHocTU FBY3 «LleHTp annepronornn n uMmyHonormun» MuHsapasa KBP, a
TaK)Xe HOPMaTUBHbIX W MeTOAMYECKUX [OKYMEHTOB, obecneymBalowmnx ee
peanusauuio, U He npegnonaraet NoAMeHbl (DYHKLUIA TOCY[aPCTBEHHbLIX OPraHoB
Bnactu Poccuiickoin ®Pegepauun, oTBevarwowmMx 3a obecnevyeHne 6e30MaCHOCTU
MH(OPMaLMOHHbLIX TEXHONIOTMIA 1 3alWUTY UHopMaLnu.

MonoxeHne ABNAETCA METOL0N0MNYECKO OCHOBOW ANs:

* (opmupoBaHMA U NPOBEAEHUA eAMHOW MONMTUKM B obnactm obecneyeHums
6esonacHocTn FbY3 «LleHTp annepronorum n MMMyHonorunm» MwuH3gpaBa
KBEP;

*  MPUHATUS YNpaBNeHYECKUX peLleHnid n pa3paboTKyM MpakTUYeCKUX Mep Mo
BOM/OLWEHNIO MONNMTUKKM 6esonacHocT TAH U BbipabOTKM KOMMJIEKCa,
COrflacoBaHHbIX Mep  HOPMAaTMBHO-MPaBOBOro,  TEXHOJIOFMYECKOro U
OpraHn3auMoOHHO-TEXHNYECKOr0 XapakKTepa, HamnpaB/ieHHbIX Ha BbISIB/IEHUE,
OTPpaXXeHWe W NNKBMAAUWMIO MOCNEACTBMIA peanm3aunmnm pasinyHbiX BUAOB
yrpos MAaH;

*  KOOpAMHaUWUW [eATeNIbHOCTWM CTPYKTYPHbIX nogpasgeneHnit FbY3 «LleHTp
annepronornn n ummyHonorun» Munsapasa KBP npu nposegeHnn paboT no
pasBuTUO 1 akcnnyataumm WCIIAH ¢ cobniogeHnem  TpeboBaHWi
ob6ecneyeHnss 6ezonacHocTy MAH;

e  paspaboTKu npeanoXeHNn no COBEPLLEHCTBOBAHUNIO NpaBoBOro,
HOPMaTUBHOrO, METOA4MYECKOro, TEXHWYECKOro U OpraHun3aunoHHOro
obecneyeHns 6esonacHoctn MAH B NCMAOH FBY3 «LleHTp annepronorum u

NMMYHoornm» MwunHsapasa KBP.
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MpaBoBo 6a3oil And  pa3paboTKM HACTOSLWEr0 MOMOXEHUSA  CAyXaT
TpeboBaHUs AecTBylOWMX B Poccum 3akoHOAATENbHbIX W HOPMATUBHbIX

AOKYMEHTOB Mo 06ecrneyeHnt0 6e30NacHOCTI NepcoHanbHbIX AaHHbIX (MAH).
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1 O6wume nonoXxeHUs

C3MAH npeacTaBnsgeT €060 COBOKYMHOCTb OpraHu3auMOHHbIX U Tex-
HUYECKNUX MeponpuAaTUiA ans 3awmntbl MTOH OT HENPaBOMEPHOIrO WUAM CNy4YaHOro
[JOCTYNa K HUM, YHUYTOXEHUA, U3MeHeHUs, 6N0KMPOBaHUA, KOMWPOBaHUA, pac-
npoctpaHeHunsa INMOH, a TakXKe UHbIX HEeNPaBOMEPHbIX AeNCTBUIA C HUMM.

BesonacHOCTb MepcoHaNbHbIX [aHHbIX AOCTUraeTca MNyTeM WCKIKYEHNS
HeCaHKLMOHUPOBAHHOIO, B TOM 4MCNe CAy4valHoro, AocTtyna K NepcoHanbHbIM
[JaHHbIM, pe3y/fbTaTOM KOTOPOro MOXEeT CTaTb YHUUYTOXEeHWe, WU3MEHEHMUe,
6/710KMpoBaHMe, KONMpoBaHWe, pacrnpocTpaHeHne MepCcoHanbHbIX AaHHbIX, a TakxXe
NHbIX HECAHKLWOHNPOBAHHbIX AEACTBUNA.

CTpykKTypa, COCTaB W  OCHOBHble  (YHKUUM  TEXHUYECKUX W
opraHunsaunoHHbIX meponpuaTnii C3MAH onpefensatOTcs MCXOAA M3 YPOBHS
3awmuieHHoctn  (knacca) WCIIAH, YyCTaHOBMEHHOr0O B  COOTBETCTBUM C
TpeboBaHnsiMn [MocTaHoBneHUa lMpaButensctBa Ne 1119 ot 1 HosA6psa 2012 r.,
npukasa ®CTIK Poccum Ne 17 ot 11 ¢espand 2013 r.,, npukasa ®CTIK
Poccum Ne 21 ot 18 deBpans 2013 r., a TakXKe B COOTBETCTBUM C TpebOBaHMAMM
MocTtaHoBneHusa MpaBuTtensctea Poccuinickon degepaunn Ne 687 ot 15 ceHTAGPS
2008 r. «O6 yTBepxaeHMn TlonoxeHnss 06 OCOOGEHHOCTAX 06pPaboTKK
MepCoHanbHbIX  AAaHHbIX, OCYLleCcTBNAeMO  6e3  WUCMO/b30BaHUA  CPeAcTB
aBToMaTtusauum». C3M[OH BKIHYaeT oOpraHuM3aLMOHHbLIE Mepbl N TeXHUYeckue
cpefAcTBa  3aliUThI NHopMaLmn (8 TOM yuncne lWndgpoBanbHble
(kpunTorpagunyeckune) cpeacTBa, cpeacTBa npefoTBpaLeHns
HeCaHKUMOHMPOBAHHOIO A0CTyNa, YTeYKM UHDopMaumm Mo  TeXHUYECKUM
KaHanam, nporpaMMHO-TEXHUYECKMX BO3[ENCTBUIA Ha TeXHUYEeCKUe CcpefcTsa
obpaboTkn TAH), a Takxke WCMNonb3yemble B WHPOPMALUOHHOW CUCTEME

MHOPMAaLMOHHbIE TEXHONOTUMN.
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3TV Mepbl NpU3BaHbl 06eCNeUYnTb:

* KOH(MAeHUMANbHOCTb WHMopMauMm (3awimrta OT HeCaHKUMOHMPOBAHHOIO
03HAKOM/JIeHUSR);

* LUENOCTHOCTb  WH(opMaunn  (aKTyanbHOCTb WU HENPOTMBOPEUMBOCTb
NHopMaL K, ee 3alNLLEHHOCTb OT paspyLleHUss U HeCaHKUWOHWUPOBAHHOIO
N3MEHEHNS);

e [OCTYMHOCTb MHQopmauny (BO3MOXHOCTb 3a MpuemsieMoe BPeMs MOMAYUYUTb

Tpebyemy MHHOPMALMOHHYIO YCayry).

Craguu cosgaHna C3IH BKAOYaloT:

. NpeAnpoeKTHas CcTagua, BKAYawwas npeanpoekTHoe o6cnefoBaHue
NCIAH, pa3paboTKy TeEXHNUYECKOro (4aCTHOro TEXHUYECKOro) 3aflaHus Ha ee
co3faHue,

*  CTagus npoekTupoBaHUA (paspaboTKM MPOEKTOB) M peanu3aumm mep 3awunThbl
C3rMAaHx;

e cTagusa BBoga B gericteme C3MAH, BKAOYaOWasA ONbITHYO 3KCMyaTauuto un
MPUEMO-CLATOYHbIE MWCMbITAHUSA CPEACTB 3alWMUTbl WHGpOpPMaLUK, a TakKxke

oueHKy cooTBeTcTBUA C3M/[H TpeboBaHMAM 6e30MacHOCTU MHDOPMALIUN.

OpraHu3aunoHHble Mepbl MpefycMaTpuMBalOT Cco3faHue W Mojaep>KaHue
NpaBoBoi 6a3bl 6Ge3onacHocTM [MAH wn pa3paboTky (BBedeHWEe B [eNCTBUE)
NpeaycMOTPEeHHbIX T1ONNTUKOW  MHGOpMaunoHHoOM  6e3onacHoctn  WCIMAH
cneayroLWmx opraHn3aunoHHO-pacnopaanTeNbHbIX LOKYMEHTOB:
 [lnaH meponpuaTuMiA nNo obecrneveHuto 3awutel MAH npu mx obpaboTke B

NCIAH;

e [lnaH MeponpusaTUiA MO KOHTPONO o6ecrneyeHns 3alnTbl MAH;
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« TopsiAoK pe3epBMpPOBaHNS 1 BOCCTAHOBEHNUS paboTocrnoco6HocT TC u MO,

6a3 faHHbIX U C3W;

e [oMKHOCTHas MHCTPYKUMs aamuHucTpatopa NCIMAH B YacTu obecneyeHus

6ezonacHocTu MNAH npu nx o6pabotke B NCIMAH;
e JLO/DKHOCTHas MHCTPYKUMA agMuHuctparopa 6esonacHoctn UCTMAH;

e Jlo/mKHOCTHaa WHCTpyKumMs nons3oatens WCMAOH B 4acTu obecneyeHus

6ezonacHocTu MNAOH npu nx o6paboTke B MCIMAH;
*  VHCTpyKUMSA Ha cnyyan BOSHUKHOBEHUS BHELLTATHOW cUTyauuu;

e VIHCTpYKUMS MO pa3MelleHuto, 060py0BaHUI0 M OXpaHe MOMeLLeHui, rae
XPaHATCA MepPCoHaNbHble AaHHbIE, MO XPAHEHWIO MEPCOHANbHbIX JaHHbIX Ha
BYMaXKHbIX HOCUTENAX U MOPAAKY paboTbl UCMONHUTENEN C NEPCOHANbHbLIMU

AJaHHbLIMW Ha 6yMa)KHbIX HOCUTENAX I/IHCbOpMaLlll/IVI.

TexHnyeckne mepbl 3alWUTbl peann3yoTca Npyu NOMOLLM COOTBETCTBYHOLLNX
NPOrpaMMHO-TEXHUYECKUX CPeACTB M MEeTOA0B 3aliUThI.

MepeyeHb HeOOXOAMMBLIX Mep 3alMTbl UHPOPMaUUK onpedenseTca no
pesynbTaTaM BHYTPEHHeW npoBepkn 6esonacHoctn WCMAH TBY3 «LleHTp

annepronorun n nMmyHonornu» MunHsgpasa KbP.
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2 3apauyu C3MNA4H

OcHoBHoIi Uenbto C3MAH SBAseTcs MUHMMMK3ALMS yulep6a 0T BO3MOXHOIA

peanu3aunmn yrpos 6esonacHoctu MAH.

[N OOCTUXEHUS OCHOBHOW Lenu cuctema 6GesonacHocTu MAH AoMXKHa

o6ecneynBath 3PPeKTUBHOE pPeLlleHre cnedyomnx 3aaay:

3almMTy OT BMelWlaTenbCTBa B npouecc QyHKuuMoHuposaHns WCIMAH
MOCTOPOHHUX NuL (BO3MOXHOCTb ucnofib3oBaHua VICITAH n goctyn K ee
pecypcaMm [O/DKHbl WUMETb TONbKO 3aperucTpupoBaHHble YCTaHOBNEHHbLIM

NOPSAAKOM MOMNb30BaTeNN);

pasrpaHuyeHne  JoCTyna  3aperucTpupoBaHHbIX  MOSb30BaTesei K
annapaTHbIM, MpPOrpaMmMHbIM ¥ WUHMOPMAUNOHHbIM pecypcam WCIAH
(BO3MOXHOCTb [JOCTyna TO/MIbKO K TeM pecypcam W BbIMOSIHEHUA TONbKO Tex
onepayuini ¢ HWUMKU, KOTOpble HEOOXOAMMbl KOHKPETHbIM MOJb30BaTeNIAM
NCMAH gns BbIMNOMHEHUSA CBOUX CY)XXeOHbIX 0643aHHOCTEN), TO eCTb 3aLnTy
OT HECAHKLMOHMPOBAHHOIO AOCTYNa:

K MH(opmauuu, umpkynupytowen 8 UCMAH;

cpeAcTBam BblUMCNTENbHON TeXHUKU NCTOH;

annapaTHbIM, MNPOrpaMMHbIM W KpUNTOrpauyeckum cpeactsam 3awuTbl,
ncnonssyemoiMm B NCIAH;

perncTpayuio AercTBUil NoMb3oBaTeNlel NPy MCNOJb30BaHMUM 3alinLLLaeMbIX
pecypcoB VCIMAH B CUCTEMHBIX XXYpHanax W NepuogUYECKUA KOHTPOIb
KOPPEKTHOCTM  [elCTBUI  NONb30BaTeNerl  CUCTEMbl  MyTeM  aHanusa

COAEPXKMMOTO 3TUX XKYPHA/IOB,

KOHTPO/Mb LIENIOCTHOCTK (06GecrneyeHne HEM3MEeHHOCTW) Cpedbl WCMONHEHNS

MNPOrpamMmm 1 ee BOCCTAHOBNEHWE B CNyYae HapPYLUEHUS;
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3aWNUTy OT HECaHKUWOHMPOBAHHOW MOAUMUKALUU U KOHTPOb LeNOCTHOCTK
ncnonb3yemblx B MCMOH nporpamMHbIX CPeACTB, a TakXe 3alinMTy CUCTEMbI
OT BHePeHNA HECAaHKLLMOHMPOBAHHbIX MPOrpaMm;

3awmnTty MAH OT yTeykn NO TEXHMYECKMM KaHanam npu ee 06paboTke,
XpaHeHUN 1 nepejaye No KaHanam CBA3M;

3awmty TMAOH, XpaHMMOR, obpabaTbiBaemoil U nepefaBaemMon MO KaHanam
CBSI3U, OT HECAHKLMOHMPOBAHHOIO pa3rnalleHns UM NCKaXeHus:;
obecneyeHne  XKMBYYECTU Kpuntorpauyeckmx  CpefAcTB  3aWMThl
NHopMaL MK Mpu KOMNpoOMeTaLum YacTu KNo4YeBOW CUCTEMBI;
CBOEBPEMEHHOE BbIIB/IeHWE UCTOYHUKOB Yrpo3 6esonacHoctu MAH, Npu4YnH
W YCNOBUW, CNOCOOCTBYKOLWIMX HaHeCceHUO yuwepba cybbvektam [4H,
co3flaHne mexaHn3ma onepaTMBHOIO pearMpoBaHMA Ha yrpo3bl 6e30MacHOCTU
MNAOH N HeraTUBHbIE TEHAEHLUMUN;

co3fjaHne ycnoBuin AN MUHMMU3ALUWU U NIOKann3aunm HaHOCUMMOro yuiep6a
HenpaBOMEPHbIMW  AENCTBUAMMU  (PU3NYECKUX U HPUANYECKUX NN,
ocnabneHne HeraTMBHOIO BAWAHUA W NNKBUAALMA NOCNEACTBUIA HapyLLEHNA
6ezonacHocTu MAH;

o6opyaoBaHue 1 oxpaHa NoMeLLeHNI, rae XPaHATCA NepcoHasbHble AaHHbIe;
cobnofeHne nopagka XpaHeHUs MNepPCcoHasibHbIX [AaHHbIX Ha 6YMaXHbIX
HOCUTeNAX;

cobntoieHne nopsigka XpaHeHUa KAw4eid oT nomelleHnii rae xpauarca MAH
Ha 6YMaXHbIX HOCUTENAX;

cobnofeHne nopsagka paboTbl UCNONHUTENEN C MEPCOHANbHBIMW AAHHBIMW Ha

BYMaXKHbIX HOCUTENAX MH(OPMaLUK.
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3 OO6beKTbl 3aLmnThI

[MepeyeHb NHPOPMALNOHHbIX CUCTEM
B IbY3 «lleHTp annepronorum u umMmyHonornm» MwuH3gpaBa KBP

npon3BoAMTCA 06paboTKa NepcoHasibHbIX AaHHbIX B MH(OPMaLMOHHOW cucTeme
06paboTKM NepcoHasnbHbIX AaHHbIX (MCIMAHR).
MepevyeHb WCIMOH onpegensetrca B npouecce paboTbl KOMUCCUKM, MO

ntoram paboT KOTOPOW cocTaBnsfeTcs akT Knaccuukauymm NCIaH.

MepeyeHb 06bEKTOB 3aLLMUTHI
O6beKTaMu 3alMThl ABNAIOTCA - MHDopmauums, obpabaTtbiaemas B MICMH,

W TexHW4Yeckme cpefacTBa ee 006paboTkM M 3awuTbl. CNUCOK NEPCOHaNbHbIX
[JaHHbIX, nognexatiue 3sawiute, onpefeneH B [lepeyHe NepCcoOHaNbHbIX [AaHHbIX,
nognexawmx sawute 8 UCIMAH.

O61BEKTbI 3aLUTbI BKOYAOT:
 O6pabaTtbiBaeMas MHGpopmayms.
e TexHonormnyeckas nHgpopmaums.
e [lporpaMMHO-TEXHUYECKNE CpeacTBa 06paboTKuU.
 CpepacTtBa 3awWmTbl MAH.
*  KaHanbl nHthopmauMoHHOro obMeHa 1 TeNeKOMMYHUKaL MW,

e O6beKTbl 1 MOMELLEHMS, B KOTOPbIX pa3melleHbl KOMNOHeHTbI CIMAH.
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4 Knaccnmkayns nonb3osateneit NCIMAH
[Nonb3oBaTenem nCrigu ABNAETCA nmuo, y4yacTByroLlee B
(PYHKLMOHNPOBAHUN WMHMHOPMALMOHHOW CUCTEMbI MEPCOHANIbHbIX [aHHbIX WK
ncrnonb3ylollee pesynbtatbl ee (PyHKUnoHMpoBaHus. [lonb3osatenem WCIAH
ABnseTcs N060n coTpyaHuK FBY3 «LIeHTp annepronormm nm MMMYHONOTNN»
MwuH3gpasa KBP, umetowmin goctyn K ICTOH 1 ee pecypcaM B COOTBETCTBUUN C
YCTaHOB/IEHHbIM  MOPAAKOM, B COOTBETCTBUM C ero (PyHKUMOHANbHbIMU
0643aHHOCTAMM.
Monb3oBatenu NCIOH genatca Ha TP OCHOBHbIE KaTeropuu:
ALMUHUCTPATOP UH(OPMALMOHHON 6e30MacHOCTH.

CoTpygHukn 'bBY3 «LleHTp anneproiorun M UMMyHosnorun» MuH3gpaBa
KBP, KOoTOpble 3aHUMalOTCS HaCTPONKOW, BHEAPEHMEM U COMPOBOXAEHMEM CUCTEM
6eszonacHocTu. AgmuHucTpaTop NB obnagaeT cnefyowmmMm ypoBHEM AOCTyNa:

e ob6nagaet NoOAHOW MH(OpPMaLMein 0 CUCTEMHOM M NPUKNAAHOM NPOrpamMMHOM
ob6ecneyeHnn NCMAH;
e ob6nagaeT NoMHOM MHMOPMaLMeENn 0 TEXHUYECKNX CpefcTBax U KOH(Urypaumm

NCIAH;

*  MMeeT JOCTYN KO BCeM TEXHWYECKUM cpefctBaM 06paboTKu uHDopMauum u
faHHbIM NCTTOH;
. He o6nafaeT npaBaMy KOHMUIYpMpoBaHUA U aMUHUCTPATUBHON HACTPOMNKM

TexHu4yeckux cpeacts NCI14H.

ApmuHnctpatop ACMAH.
CoTpygHukn NbY3 «LleHTp annepronorum v MMMyHonorum» MuH3gpaBa
KBP, KOTOpble 3aHUMaKTCA CONPOBOXAEHNEM NPOrPaMMHOro obecneyeHus.
AnmuHuctpaTtop NCIMAOH obnagaeT cnefyrowmm ypoBHEM AOCTYNa:
e ob6nagaetr wuHQopMauuen 06 anropuTmMax U nporpammax o06paboTKu

nHopmaumn Ha NCI OH;
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obnafaeT  BO3MOXHOCTAMMW  BHeCeHMA  OWMOOK, HedeKIapupOBaHHbIX
BO3MOXHOCTEW, MNPOrpaMMHbIX 3aKNafoK, BpPefoHOCHbIX MporpamMm B
nporpamMmmHoe obecrnevyeHne NCIMAH Ha cTaguun ee pa3paboTKu, BHELPEHUS U
COMPOBOX/eHNS;
MOXEeT pacrnonaratb NHO6bIMU (parMeHTaMy WHMOpMaLUM 0 TOMONOrUn
NCMAH w© TexHWYeckmx cpeacteax o06paboTtkm  u  sawutbl  MAH,
obpabatbiBaeMbix B ICIAH;
ob6nagaeT npaBaMu KOH(UIypupoBaHWs U agMUHUCTPATUBHOW HACTPONKM
TexHu4yeckux cpeacts NCI4H.

Onepatop NCIOH.

CoTpyaHuKK nogpasgeneHunii FbY3 «LleHTp annepronorum n MUMMYHONOTUN»

MwuH3gpaBa KBP ydacTByrouwmux B npouecce skcnnyatauum MCITAH. Onepatop

NCIMAH obnagaeT cneayowmm ypoBHEM A0CTynNa:

obnaflaeT BCEMMW HEOBXOAMMbIMK aTpubyTamu (Hampumep, MNaponem),

o6ecrneymBatoLL UMM AOCTYN K HEKOTOPOMY NOAMHOXeCTBY MAH:;

pacnosiaraet KOH(*)I/I,EI,EHLI'VIaI'IbeIMI/I JaHHbIMW, K KOTOPbIM MMEET AOCTYII.
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5 OCHOBHble NPUHUMUIMbI NOCTPOEHNA CUCTEMbI KOMIMIEKCHOW 3alUThl
NHpopMaLnn

MocTpoeHMe cuctembl obecneyeHuss 6esonacHoctn MAH WNCMAH TBY3
«LleHTp  annepronormm 1 UMmyHonorum»  MwuH3gpasa KBP wn  ee
(PYHKUNOHMPOBAHNE [O/MKHbI OCYLLECTBNATLCA B COOTBETCTBMU CO CeAyHoLWUMM

OCHOBHbIMW MPUHLMNAMMN:

e 3aKOHHOCTb;

*  CUCTEMHOCTb;

e KOMMMEKCHOCTb;

*  HENpepbIBHOCTb;

e CBOEBPEMEHHOCTb;

*  MNpPeemMcTBEHHOCTb W HENPEPbIBHOCTb COBEPLUEHCTBOBAHMS;
e MepcoHanbHas OTBETCTBEHHOCTb;

e MWHMMMK3ALNA NONHOMOYNIA;

e B3aMMOfEliCTBME U COTPYAHNYECTBO;

*  TMOBKOCTb CUCTEMbI 3aLMTHI;

e OTKPbITOCTb a/IFOPUTMOB 1 MEXAHWU3MOB 3aLLUThI;

e MpOCTOTA NPUMEHEHUS CPeACTB 3aLUUTbI;

e HayyHas 060CHOBAHHOCTb W TEXHMYECKast peann3yemMocCTb;
e chneumanuszauus u NpoeccroHanunsm;

e 00643aTeNbHOCTb KOHTPONS.

3aKOHHOCTb
MpeanonaraeT OCYLWECTB/IEHME 3alUTHbLIX MepPonpuUATUA K pa3paboTKy

C3MNAH IbY3 «lLleHTp annepronornn n wmmmyHonornm» MwuH3gpaBa KBP B

COOTBETCTBMM C [ENCTBYIOLMM 3aKOHOAAaTeNbCTBOM B 06n1acTh 3awmntbl MAH ©
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APYTMX HOPMaTUBHbLIX aKTOB MO 6e30MacHOCTM MHQOPMaLMU, YTBEPXAEeHHbIX
opraHamu rocyfiapCTBeHHOW BacTN U ynpaB/ieHUs B Npefenax nxX KOMNeTeHUMu.

Monb3oBaTenn n obcnyxueatrowmnim nepcoHan NAH NCMNAOH FBY3 «LeHTp
annepronorun U UMMyHonornn» Mwnsgpasa KbP f0/MKHbI 6bITb 0CBeOM/IEHbI O
nopsgke paboTbl C 3awuwaemMonl uHMopmauuvein n 06 OTBETCTBEHHOCTU 3a
HapyleHue nopaaka sawntol MNAH.

CucTeMHOCTb
CuctemHbIn nogxop K noctpoeHuto C3MAH MBY 3 « LleHTp annepronorum um

nMmmyHonorun» MuH3gpasa KBP npegnonaraet y4yeT BCeX B3aMMOCBSI3aHHbIX,
B3aMMO/ENCTBYIOLWMUX W WU3MEHSAIOLWMNXCA BO BPEMEHM 3/1EMEHTOB, YC/IOBUAN W
(hakTOpOB, CYLLECTBEHHO 3HAYUMbIX A1 TMOHUMAHUA W pelleHus npobnemsbl
obecneyeHna 6esonacHoctn MAH WCMAH TBY3 « LieHTp annepronorum w
nMMyHonornn» MuHsgpasa KbBP.

Mpy co3faHUM CUCTEMbl 3aWMTbl LO/MDKHbI YUYUTbIBaTbCA BCe cfabble
Hanbonee ys3BMMbIE MecTa CUCTeMbl 06paboTkm T1[H, a TakXe XapakTep,
BO3MOXXHble 0OBEKTbI U HanpaB/ieHUs atak Ha CUCTEMY CO CTOPOHbI HapyLInTenen
(ocobeHHO BbICOKOKBaMM(ULMPOBAHHbIX 3/10yMbILLNEHHUKOB), nyTu
MPOHUKHOBEHMA B pacnpefeneHHble cuctembl 1 HCA K mnHgpopmayun. Cuctema
3aWnTbl JOMKHA CTPOUTBCA C YYeTOM He TOJIbKO BCeX W3BECTHbIX KaHasloB
MPOHUKHOBEHMA N HC/[, K MH(hOpMaLumn, HO U C y4eTOM BO3MOXHOCTU MOABNEHUSA

MPUHLUMNMANBHO HOBbIX MyTeli peann3alnm yrpo3 6e30nacHoOCTH.

KOoMMNeKCHOCTb
KomMmnnekcHoe ncnonb3oBaHMe METOA0B U CPeAcTB 3alUThbl npepnonaraeT

COrnacoBaHHOe MpYMeHeHMe PasHOPO/AHbLIX CPeACTB NMPU MOCTPOEHUU LeNOCTHO
CUCTEMbI 3alliUTbl, MEPEKPbLIBAIOLLEIA BCe CYLLECTBEHHbIE (3HAYMMbIE) KaHafbl
peanusalMm yrpo3 M He cojepxkalleil cnabbiXx MECT Ha CTblKaxX OTAE/bHbIX ee

KOMMNOHEHTOB.
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3awmTa goMkKHa CTPOUTLCA 3WENOHUPOBAHO. NS KaXA0ro KaHana yTeuku
MHopMaUMn M ANA  KaXAoi yrposbl 6e30MacHOCTU  [O/HKHO CyLLecTBOBATb
HECKO/IbKO 3allMTHbIX pybexein. Co3gaHne 3alUTHbIX py6exxeil ocyLLecTBNAeTCS C
YYETOM TOro, 4YTob6bl ANA UX MPEOAONEHUS MOTEHUNaNbHOMY 3/10YMblLINEHHUKY
TpeboBannucb MNpoMeccuoHanbHble HaBblKM B HECKONIbKMX HEB3aMMOCBSI3aHHbIX
obnacTax.

BHewHAa 3awmta Ao/MKHa o06ecneymBaTbCst (DU3NYECKMMM CPedcTBamMu,
OpraHn3aunoHHbIMKU N NpaBoBbIMU Mepamu. OAHMM M3 Hanmbosee YKPenneHHbIX
py6exeil Nnpu3BaHbl ObITb CPEACTBA KPUNTOrpaurUecKom 3alinThl, peann3oBaHHbIe
C wucnonb3oBaHuem TexHonorum VPN. TlpuknagHoW  ypOBeHb  3aliuThl,
YUNTbIBAOWMNA O0COBEHHOCTU NpeAMETHOMW 06nacTu, npeacTaBnseT BHYTPEHHUN
py6ex 3alnThbl.

HenpepbIBHOCTbL 3awwnTbl MNAH
3awmuTta MNAOH - He pa3oBoe MeponpuATUE U He MNpocTad COBOKYMHOCTb

MPOBeAEHHbIX MEPONPUATUIA U YCTAHOBJIEHHbIX CPEACTB 3alUThbl, a HEMPEePbIBHbIA
LlenieHanpasneHHbIA npouecc, npeanonaratowmii NPUHATUE COOTBETCTBYHOLLUX
Mep Ha BCeX 3Tanax Xu3HeHHoro unkna NCIMAaH.

NCITAH OOMKHbI HaxoAuTbCA B 3alMLLEHHOM COCTOAHUW Ha NMPOTAXKEHUN
BCEr0 BPeMeHN MuX (QYHKUWOHUPOBaHWA. B COOTBETCTBUM C 3TUM MPUHLUNOM
OOMKHbI  MPUHUMATLCA  Mepbl MO HejonyuweHuto nepexoga WCMAOH B
He3allunLeHHOoe COCTOAHMeE.

BONbWWHCTBY  (IU3NYECKMX WU  TEeXHUYECKUX CPeAcTB 3aWuTbl  And
3(h(PEKTUBHOIO  BbIMOJIHEHMA  CBOWUX  (DYHKUMKA  HeobxogmMma  MOCTOSIHHasA
TeXHu4eckas 7 opraHunsaLnoHHas (aAMUHMCTpaTMBHAA) noggepxka
(cBOEBpeMeHHas cMmeHa M obecneyeHve NPaBWU/IbHOTO XPaHeHUA U MPUMEHEHUA
MMeH, Mnaposieil, Ka4vein WnhpoBaHUs, nepeonpegeneHre NOJHOMOYUA U T.n.).
MepepbiBbl B paboTe CpeAcTB  3awWWUTbl  MOryT  OblTb  UCMOMb30BaHbI

310yMbIWNEHHUKaMW Anda aHalh3a NpUuMeHAeMblX MeTo40B W CpPpeacTB 3allUThl,
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AN BHEAPEHUA chnelnanbHbiX NPOrpaMMHbIX M annapaTHbIX “3aknagok” u gpyrux
CPefACTB  MPeOAONeHWMA  CUCTEMbI  3alWlMTbl  MOC/Me  BOCCTAHOBMEHMS  ee

(OYHKLMOHMPOBaHWS.

CB0OEBPEMEHHOCTb
MpeanonaraeT ynpexjawowuii xapaktep Mep obecneuyeHus 6e3omacHoOCTU

MAH, TO ecTb NOCTAHOBKY 3afay No KoMMaekKcHon 3awmnte ACMOH 1 peanmsaynto
mep obecneyeHuns 6eszonacHocTn MAH Ha paHHUX cTagusax paspabotku VICTMOH B
LlesIOM U ee CUCTeMbl 3alUTbl MH(OPMAL UK, B YACTHOCTH.

Pa3paboTka CUCTEMbI 3aLLMTbI AOMXKHA BECTUCHL Napanse/ibHO C pa3paboTKoi
N pasBUTUEM CaMOil 3aliMLLAEMON CUCTEMbl. DTO MO3BOMNT y4yeCTb TpeboBaHMA
6e30nacHOCT MpW NPOEKTUPOBAHUU apXUTEKTYPbl U, B KOHEYHOM CYeTe, co3faTb
o6onee aMdeKTUBHbIE (Kak MO 3aTpataMm pecypcoB, TaK W MO CTOMKOCTW)

3alinieHHble CUCTEMBI.

MpeeMCTBEHHOCTb U COBEPLLUEHCTBOBAHME
MpeanonaratoT NOCTOSAHHOE COBEPLUEHCTBOBAHME Mep W CPefCcTB 3aljuTbl

MH(OPMaL MM Ha OCHOBE MPEEeMCTBEHHOCTM OPraHM3aluMOHHbLIX U TEXHUYECKMX
PELUEHNA, KaapoBOro cocTaBa, aHanmsa (yHkUuoHupoBaHua WCMOH un ee
CUCTEMbI 3alWUTbl C Yy4YeTOM W3MeHeHWIi B MeTOA4ax W CpeAcTBax nNepexsaTa
nHopMaLMK,  HOPMATMBHbIX  TpebOBaHWA MO  3alWUTe,  AOCTUTHYTOrO

O0TEe4eCTBEHHOIO " 3apy6e>KHoro onbiTa B 3TON 0bnactu.

[MepcoHanbHaa OTBETCTBEHHOCTb
lNMpeanonaraet BO3J/IOXKEHUE OTBETCTBEHHOCTMU 3a obecrneyeHune

6esonacHocT TAH M cUCTeMbl KX 00pabOTKM Ha KaXAoro COTPyAHWKA B
npefenax ero NOSIHOMOUNIA. B COOTBETCTBMM C 3TUM MPUHLUNOM pacnpeaeneHune
NnpaB 1 06s3aHHOCTE/ COTPYAHWMKOB CTPOMTCS TakMM 06pa3oM, 4ToGbl B Cnyuvae
no6oro HapylleHnss Kpyr BUHOBHWMKOB Oblfl YETKO W3BECTEH WAM CBedeH K

MUHUMYMY.
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MPUHUMN MUHUMMU3ALMUA NOMTHOMOYNIA
O3HayvaeT npeaocTaBneHNe NONb3oBaTeNsM MUHUMANbHbLIX NpaB AoCTyna B

COOTBETCTBMM C NPOM3BOACTBEHHON HEOOXOAUMOCTbLIO, HA OCHOBE MPUHLMNA «BCE,
4TO He paspeLleHo, 3anpeLeHo».

Joctyn Kk MAH fonkeH NpefocTaBnAaTbCA TONbKO B TOM c/yyae M 06beme,
ecnm 3T0 Heob6XoAMMO COTPYAHWKY A5 BbINONHEHWUS €ro  A0/HKHOCTHbIX

00653aHHOCTEN.

B3anmopeiicTBue N COTPYAHNYECTBO
MpeanonaraeT co3fgaHue 6GnaronpuaTHO atmocdepbl B KOMNEKTUBAX

nogpasfeneHnii, obecneymarowmnx peatenbHocte WCMAH FBY3 «LleHTp
annepronorun n MmmyHonorun» MwuH3gpaBa KBP, ona cHUXXeHna BepoATHOCTU
BO3HUKHOBEHWA HEraTUBHbIX AENCTBUIA CBA3AHHbLIX C Ye/I0BEYECKUM (DaKTOpPOM.

B Tako 06CTaHOBKE COTPYAHUKU [O/MKHbI OCO3HAHHO CO6/M10AATb
YCTaHOB/IEHHbIEe  MpaBu/ia W  OKasblBaTb  COAENCTBME B  [EATE/IbHOCTU

noapasfeneHnii TEXHUYECKON 3aLnTbl MHpOPMaLUK.

MM6KOCTb cucTemMbl 3awnTbl MAH
MpuHATbIE Mepbl W YCTaHOB/NEHHble CpPeAcTBa 3aliUTbl, OCOGEHHO B

HayaNbHbI/ Nepuog UX aKcnayatauum, MoryT o6ecneunBaTb Kak Upe3MepHbIid, Tak
M HeloCTaTOUHbIA YpPOBEeHb 3alWThl. 18 06ecreyeHns BO3MOXXHOCTY
BapbMpPOBaHMUSA YPOBHEM 3alULLEHHOCTM, CPeAcTBa 3allWUThl AO/MKHbI 061aaaTh
onpefeneHHoin TMBKoCTblo. OCOGEHHO BaXKHbIM 3TO CBOWCTBO SABMSETCH B TeX
Cnyvyasx, Korja YCTaHOBKY CpPefCTB 3allUTbl HEO6XOAMMO OCYLIECTBAATb Ha
paboTalollyld  cUCTeMy, He Hapyllas npouiecca ee  HOPManbHOrO

(OYHKLMOHMPOBaHWS.
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OTKpPbITOCTb aITOPUTMOB N MEXaHU3MOB 3aLLNThbI
CyTb NpUHUMNA OTKPLITOCTM aNropuTMOB M MeXaHU3MOB 3alNTbl COCTOUT B

TOM, 4TO 3aliMTa He [O/DKHA 06ecneynMBaThCs TONbKO 3a CYET CEeKPETHOCTU
CTPYKTYPHOI OpraHu3auuu 1 anroputMoB (YHKLUOHMPOBAHWUSA ee MOACUCTEM.
3HaHMe anropuTMoB PaboTbl CUCTEMbI 3alUThbl He JO/MKHO JaBaTb BO3MOXHOCTM
ee npeogoneHuns (gaxe asTopam). OAHAKO, 3TO He 03HAYaeT, YTO MHDopMaLMs O

KOHKPETHOW cucTeME 3aluThbl A0MXKHA ObITh 00LLEA0CTYMHA.

MpocToTa NPUMEHEHNA CPEACTB 3allnTbl
MexaHn3Mbl 3alWUTbl LO/IKHbI ObITb NMHTYUTUBHO TMOHATHbLI W TPOCTbl B

MCNONb30BaHUU. TpUMeHeHWe CPefCTB 3alWMTbl He AO/MKHO ObiTb CBS3aHO CO
3HaHMeM cneumanbHblX N3bIKOB WAW C BbINOMHEHUEM AeACTBUIA, TPedyroLnx
3HAUMTeNbHbIX  AOMONMHUTENbHbIX  Tpyfgo3aTpaT  npu  06blYHOW  paboTe
3apPerncTPUPOBaHHbLIX YCTAHOB/IEHHLIM MOPSAAKOM MOMb30BaTeNel, a Takke He
[O/MKHO TPe6oBaTh OT MOMb30BATENSA BbINOAHEHNUS PYTUHHbLIX Ma/IONOHATHBLIX eMy
onepauuit (BBOA HECKONbKMUX NAponeit U UMeH U T.4.).

[lomKHa [0CTUraThCs aBTOMaTM3alus MaKCUManbHOro 4ucna [eicTBuid

nonb3oBatenein n agmuHuctpartopos NCIAH.

HayuHas 0060CHOBAHHOCTb U TEXHMYeECKas peain3yemMocCTb
MHCbOpMaLIII/IOHHbIe TEXHONOTNN, TEXHUYECKMNE W MpPOrpaMmMHblE CpeacTsa,

cpegctea M Mepbl 3alnUThbl I/IH(*)OpMaLl,I/II/I [OJ1XKHbI ObITb peanin3oBaHbl Ha
COBpPEMEHHOM YpPOBHE pPasBUTUA HaYKN N TEXHUKU, HAY4YHO 060CHOBaHbl C TOYKU
3PEHNA AOCTMIXKEHUA 3aaHHOIo YpPOBHA 6e30MacHOCTM VIHCbOpMaLI,I/II/I N OOJDKHbI
CoOTBETCTBOBAaTb YCTaHOB/AEHHbLIM HOPMaM W Tpe6OBaHl/IF|M no 6e30nacHOCTU

MAH.
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C3MAH AonHa OblTb OPUEHTUPOBAHA Ha PeLLEeHNs, BO3MOXHbIE PUCKU NS
KOTOPbIX W Mepbl MPOTUBOAENCTBUA 3TUM PUCKAM MPOLIAN BCECTOPOHHIOH
TEOPETMYECKYHO U NPaKTUYECKYI0 MPOBEPKY.

Cneynanusaumns 1 npogeccroHannsm
MpeanonaraeT nNpuBMeveHWe K pa3paboTKe CPeAcTB M peanusauun Mmep

3almnThI NHopMaLmu cneymnann3npoBaHHbIX  OopraHunsauni, Hanbonee
MOATOTOBNEHHbLIX K KOHKPETHOMY BWAY [AeATeNIbHOCTU No  06ecrnevyeHUto
6esonacHocTU MAH, UMeLWKNX ONbIT NPAKTUYECKON paboTbl U roCcyAapCTBEHHYO
NMLEH3NI0O Ha MNpaBO OKasaHuA ycnyr B 3TtoM  obnactu. Peanmsayums
aAMUHUCTPATUBHbLIX Mep UK  3KcnayaTauua  CpeAcTB  3alUTbl  A0/HKHA
OCYLLeCTBNATLCA MNPOMECCMOHANIbHO MOAr0TOBNEHHbIMM creynanuctamm BY3
«LleHTp annepronorun n ummyHonorun» MuHsapasa KbP.

O653aTe/IbHOCTb KOHTPONA
Mpegnonaraet 0653aTeNbHOCTb W CBOEBPEMEHHOCTb  BbISIBNEHUS U

MpeceyeHnss MNOMbITOK HApYLIEHUS YCTAaHOB/EHHbIX NpaBua  06ecneyeHus
6esonacHocTM [[H Ha OCHOBE WCMO/Mb3YEMbIX CWUCTEM U CPEACTB 3aLUThI
MHGOPMALUMM  MPU  COBEPLUEHCTBOBAHUW  KPUTEPUMEB U METOA0B  OLIEHKM
3PPEeKTUBHOCTU ITUX CUCTEM W CPEACTB.

KOHTpoNb 3a [esTeNbHOCTbIO NHO6GOro Nonb3oBaTens, KaxAoro cpeacTsa
3alNTbl U B OTHOLUEHUW NHOGOro 06bLEKTA 3alUTbl [O/HKEH OCYLLECTBASTLCA Ha
OCHOBE MPUMEHEHUS CPefCTB ONEPaTMBHOIO KOHTPONS U Perncrpauumn u AonxeH
OXBaTblBaTb KaK HeCaHKLWOHWPOBaHHbIE, TaK M CaHKLMOHMPOBaHHbIe [eiAcTBUS

Nnofib30BaTeNeNn.
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6 Mepbl, METOAbl 1 cpefcTBa 0becneyeHUs TpebyemMoro ypoBHS
3alULLLEHHOCTH

ObecneyeHne TpebyemMoro ypoBHS 3aLMLLEHHOCTU AO/MKHOCTM AOCTUIaTbCA
C MCNo/nb30BaHMEM Mep, MeTo4oB M cpeactB  6GesomacHocTu. Bce mepbl
obecrneyeHunsa 6esonacHocT NCIMOH nogpasfenstoTcs Ha:
e 3aKoHoOAaTenbHble (MPaBOBbIE);
*  MOpa/ibHO-3TUYECKME;
e OpraHu3auUuoHHble (AAMUHUCTPATUBHbIE);

. (hn3nyeckue;

e TexHWueckue (annapaTHble U NPOrpPaMMHbIE).

3aKoHogaTeNbHble (MPaBOBble) Mepbl 3aLUThI
K npaBoBbIM MepaM 3aluTbl OTHOCSTCS AECTBYHOLLIME B CTPaHE 3aKOHbl,

yKasbl 1 HOPMaTMBHbIE aKTbl, pernaMmeHTUpylLwmne npasuna obpaweHma ¢ MNAaH,
3aKkpennsawowme npasa n 0693aHHOCTU YYaCTHUKOB MH(OPMALMOHHbLIX OTHOLUEHW
B npouecce ee 06pabOTKM W UCNONb30BaHMA, a TakXe YycCTaHaB/IMBaloLMe
OTBETCTBEHHOCTb 3a HapylleHMs 3TUX npaBwuf, NPEnaTcTBYS TeM CaMbiM
HenpaBoOMepHOMY uMcnonb3oBaHMo TAH 1 A9BASKOWMECA  CAEPXUBAKLLNM
(hakTopoM AN4 NOTEHUMNANbHBIX HapyLUUTENeNn.

MpaBoBble  Mepbl  3aWWUTbl  HOCAT B  OCHOBHOM  YrpexAaaroLuini,
NPouMNaKTUYECKNA XapaKTep U TPeOYT NOCTOAHHOW Pa3bACHUTENbHON PaboThl C

nosib3oBatenamMmm n O6Cﬂy)KI/IBaI-OLL|,I/IM nepcoHasoM CUCTEMDbI.

MopanbHO0-3TUYeCKUe Mepbl 3aLlUThbI
K MopanbHO-3TUYECKUM MepaM OTHOCATCA HOPMbl MOBeAeHUdA, KOTopble

TPaANLMOHHO CMOXWANCH UMW CKNafblBalOTCA MO Mepe pacnpocTpaHeHus SBM B
CTpaHe WAM  06OLeCcTBE. ITW  HOPMbI  0GONbLUEA YacTbld He  ABAAKTCS
0653aTeNlbHbIMU, KaK 3aKOHOJATeNIbHO YTBEPXAEHHbIE HOPMATUBHbIE aKThI,

0[]HaKO, WX HecobntojeHne BeAeT O0ObIYHO K MajeHUI0 aBTOPUTETA, MPECTMXKA
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yenioBeKa, rpynnbl UL, UKW OpraHM3auun. MopanbHO-3TUYECKE HOPMbl 6bIBAlOT
Kak HenucaHble (Hanpumep, 06LEeNpU3HaHHbIE HOPMbl YECTHOCTM, NaTPUOTU3MA W
T.M.), TaK U NucaHble, TO €CTb 0HOPM/IEHHbIE B HEKOTOPbI/ CBOA (YCTaB) MpaBun
UK NpeanmncaHuii.

MopanbHO-3TUYECKME MepPbl 3aliUThl SABAAOTCS MPODHUNAKTUYECKUMU U
TpeGyT MOCTOSHHOW Pa6oTbl MO CO3[aHWI0 3[0POBOr0 MOPAasbHOr0 KAuMaTa B
KONNeKTUBax nojpasfeneHnii. MopanbHO-3TUYECKME MEpPbl 3aliUThl CHUXAKOT

BEPOATHOCTb BOSHUKHOBEHNA HETaTUBHbLIX I£l|eI‘/iCTBI/II7I CBA3aHHbLIX C YEN0BEYECKUM

(hakTopOM.
OpraHusaumoHHble (a4AMUHUCTPATUBHbIE) MePbI 3aLUTbI
OpraHuzaymoHHble (a4MUHUCTPATUBHbLIE) Mepbl 3alUTbl - 3TO Mepbl
OpraHM3aLnoHHOro xapakTepa, pernameHTupytoLne Mpouecchbl

pyHKunoHnposauna NCIAH, ncnonb3osaHue pecypcos VCIMAH, LeATENbHOCTb
o6Ccny)XXuBaroLero nepcoHana, a Takxke nopsafoK B3auMOAenCcTBMA NOSb30BaTeNnein
c UCNAH Taknum o06pa3om, 4YTOo6bI B HambONblIen CTeneHW 3aTPYAHUTL WK
UCKNOYNTb BO3MOXHOCTb peann3auun yrpo3 6e30nacHoOCTU UAW CHU3UTb pasmep
NoTepb B Cayyae UX peanmsauunu.

[(naBHas Uenb aAMUHUCTPATMBHBLIX Mep - copmupoBatb [10AUTUKY
WH(OpMaLnoHHOW 6e3onacHocT TAH (OTpaxkarouwyr noAxXoAbl K 3awuTte
NH(opmMaymn) n obecneynTb ee BbIMOJIHEHNE, BblAeNAas He06X0o4NMble Pecypcbl U
KOHTPONMPYA COCTOAHUE Jer.

Peanunsayns MonnTuknM nHMopmaunoHHon 6esonacHoctn MAH B NCMAH
COCTOAT U3 Mep aAMUHUCTPATUBHOIO YPOBHS N OpraHn3auMoHHbIX (NPouesypHbIX)
Mep 3almnTbl MHpOpMaLmnK.

K agMWHUCTPAaTUBHOMY YPOBHIO OTHOCATCA pelleHUs pPYKOBOACTBA,
3aTparusarowme aeatensHocts NCIAH B UenoM. 3TN pelleHUs 3aKpennsarTcs B
Monntnke MHGpOpPMaLNoHHOW 6e3onacHOCTU. MpUMEpPoOM TaKUX peLleHnin moryt

ObITb:
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e MNPUHATUE pelleHns O (OPMUPOBAHUU WM NEPECMOTPE KOMMIEKCHO
nporpammsl o6ecnedyeHus 6e3onacHocTu MAH, onpeaeneHne 0TBETCTBEHHbIX
3a ee peanunsauuio;

e (hopMynupoBaHuWe LeNeil, MOCTaHOBKA 3afay, OMpeAeneHue HanpasneHui
[eaTenbHOCTU B 06n1acTy 6e3onacHocTu MAH;

e MNPUHSTUE pelleHWid No BOMpocaMm peanusauuy NporpaMmbl 6e30MacHoOCTH,
KOTOpble paccMaTpuBatoTcs Ha ypoBHe [BY3 «LleHTp annepronoruv u

nMMyHonornm» MwuHsgpasa KBP B Lenowm;

e o0bGecneyeHne HopMaTMBHOWM (NpaBoBOI) 6a3bl BOMNPOCOB 6€30MacCHOCTM U T.M.

MonnTMKa BEPXHEro YPOBHS [O/HKHA YETKO 04YepTUTb Chepy BAUAHUA U
orpaHu4YeHus npu onpegeneHnn uenein 6esonacHoctu MAH, onpesennTb Kaknmm
pecypcamMn (MaTepuanbHble, MepPcoHan) OHW O6yayT [AOCTUIHYTbI W  HalTK
pasyMHbIA  KOMMPOMUCC MeXAy MNpuUemMsieMbiM YPOBHEM 6e30MacHOCTUM U
(pyHKUnoHanbHocTbo NCITAH.

Ha opraHuM3aynmoHHOM YpOBHe ONpeaenstoTca npoueaypbl U npasuna
JOCTMXKEHNS Uenen n peweHns 3agay MonnTukn nHhopmaLMoHHON 6e30nacHOCTH

MAOH. 3TN NpaBuia onpeaenstoT:
. KakoBa 061acTb NPUMEHEHUSA NONUTUKN 6e3onacHocTK MAH;

* KakKOBbl pPO/In U 0653aHHOCTH OO/DKHOCTHbIX Uy, OTBeYalowne 3a
nposegeHne nNoANTUKA 6e3onacHoOCTH MNAOH, a TakKXKe WX YCTaHOBUTb

OTBETCTBEHHOCTb;
. KTO MMeeT npasa goctyna K MNAH;
. KakuMu mepamun n cpegcteamm obecneymsaetcs 3awmuta MAH;

e KakuMMK Mepamu 1 cpefcTBaMu 06ecneymBaeTcs KOHTPO/b 3a CO6/0AeHNEM

BBE/JIeHHOr0 peXKxMma 6e30NacHoOCTY.

° OpraHusalLnoHHbIe Mepbl LO/IKHbI:
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npefycmaTpusaTtb pernameHT NH(OPMaLMOHHBIX OTHOLLUEHWUIA,
NCK/OYAKLWMX  BO3MOXHOCTb  HECAHKUMOHWPOBAHHbLIX  OEeACTBUA B
OTHOLIEHNN 06BEKTOB 3aLLUThI;

onpefenaTb KOAIUUMOHHbIE W WNepapXuyeckue nNpUHUUNBLI U MeTozbl
pasrpaHnyeHus goctyna K MNAH;

onpegensatb  NopsAfok paboTbl C  NporpaMMHO-MaTeMaTUYeCKUMW U
TEXHUYECKMMW (annapatHble) CpeacTBaMn 3awWUTbl M KPUMTO3AWUTLI U
APYTUX 3alNTHBLIX MEXaHU3MOB;

opraHusoBaTb Mepbl npoTtmeogeictens HCJL nosfb3oBaTensMm Ha 3atanax
ayTeHTU(uMKaumm,  aBTopusauumn,  MAeHTU(UKaunK,  obecrnevymBaroLLnX
rapaHTum peannsaynm npas n OTBETCTBEHHOCTHU CyObeKkTOB

MHDOPMALNOHHBIX OTHOLLIEHWA,

OpraHusaumoHHbIe Mepbl A40/KHbI COCTOATbL U3:

pernameHTa foctyna B nomeweHna NCI14H;

nopagkKa gonycka COTpyAHMKOB K ucnonb3oBaHuto pecypcos NCIMAH MBY3
«LleHTp annepronorun n ummyHonorun» MunHsgpasa KbP;

pernameHTa npoueccoB BefeHUs 6a3  [JaHHbIX W OCYLLeCTBNEHUA
MOAMdMKaLMN MHOPMALLMOHHbLIX PECYPCOB;

pernameHTa MNpPoOLECCOB O6CNYXMBAHMA W OCYLLECTBAEHUA MOAUGDUKaLUN
annapaTHbIX U nporpaMmmHbiX pecypcos VCTTAH;

NHCTPYKLUI nonb3oBartesein NCriau (agmuHucTpatopa  UVCMAH,
agMuHmucTpaTopa 6esonacHocTu, onepatopa NCIMAH);

WNHCTPYKLUWUM NONb30BaTENSA NPU BO3HUKHOBEHMM BHELITATHBIX CUTYaLUN.
MHCTPYKUUM MO pa3MmelleHnto, 060pyAOBaHMUIO U OXpaHe MOMELLeHNIn, rae
XpaHATCA nepcoHanbHble JaHHble, MO XPaHEHUIO MEepPCOHaNbHbIX AaHHbIX Ha
OyMaXKHbIX HOCUTENSAX U MOPAAKY paboTbl UCMONHUTENEN C NEePCOHaNbHbIMMU

[aHHLIMU Ha 6YMaXHbIX HOCUTENAX UHOPMALIMN,
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dunsmyeckne Mepbl 3alinThI
dun3nyeckne Mepbl 3alWUTbl OCHOBaHbl Ha MNPMMEHEHWU pasHoOro popa

MeXaHUYeCcKumx, 3NEKTPO- WAN  3NEKTPOHHO-MEXaHWYECKUX YCTPOWCTB W
COOPY)XEHWI, cneumanbHo NpeAHa3HAYeHHbIX AN CO34aHUsA  PU3NMYECKUX
NPenaTCTBUIA Ha BO3MOXHbIX MYyTAX MPOHWKHOBEHUS W A0CTYMNa NOTeHLManbHbIX
HapyLwnTenei K KOMMNOHEHTAM CUCTEMbl W 3alULLAEMOI UH(OPMALUK, a TakXKe
TEXHWUYECKMX  CPefCTB  BM3yaNlbHOrO  HabGNOAeHWs, CBA3M W OXpaHHOM
CUrHanm3aymu.

du3nyeckas 3alWMTa  34aHWA, NOMeLLeHW A, OOBEKTOB W CpeacTs
NHMopMaTM3aLNY A0/MKHA OCYLLECTBNATLCA nyTem yCTaHOB/EHMS
COOTBETCTBYHOLMX MOCTOB OXPaHbl, C MOMOLLbD TEXHUYECKUX CPEACTB OXpPaHbl
MAK NOGbIMK  ApyrMMuK crnocobamu, npeAoTBPaLAWMMMN U CYLLECTBEHHO
3aTPYAHSIOWMUMN NPOHUKHOBEHWEe B 3[aHWe, MOMELLEHUS MOCTOPOHHMX N,
XWlULeHNEe WH(POPMAaLUMOHHbLIX HOCUTENei, caMux CpefAcTB WH(opMaTM3aLUK,
MCKNIOYAKLWMUMN  HAX0XAEHNE BHYTPU KOHTPONMPYeMOi (OXpaHSeMOI) 30Hbl

TEXHNYECKNX CPEACTB pa3BeKW.

AnnapaTHo-nporpaMmMHble cpeacTBa 3awmnTbl MNAH
TexHuyeckne (annapaTHO-NpPoOrpaMMHbIe) Mepbl 3alWTbl OCHOBaHbl Ha

MNCNONb30BAHUN PA3/INYHbIX 31EKTPOHHbIX YCTPONCTB M CneumnanbHbiX Nporpamm,
Bxoadawmx B coctas MICIMOH v BbIMOMHAOLWMX (CAMOCTOATENILHO UM B KOMIJIEKCE
C Apyrnmn cpeactsamm) MYHKUMN 3aWmnThl (MAEHTUDOUKALMIO N ayTeHTU(UKaLNIO
NMonb3oBaTtesieil, pasrpaHuyeHne [OCTyna K pecypcam, perucrpayuio cobbITui,
KpunTorpaguyeckoe 3akpbiTue MHpopmayumn u 1.4.).

C yyeToM Bcex TpeboBaHMn 1 NPUHLMNOB 0becrneyeHnss 6ezonacHocTy MAH
B UCIMNAH no Bcem HanpaBfieHWAM 3aluTbl B COCTaB CUCTEMbI 3alNTbl AOKHbI

ObITb BK/HOYEHBI Creayol e cpeacTBa:
. cpeacTBa naeHTUdnKaymnm (ono3HaBaHuA) 7 ayTeHTU(MKaymn

(noaTBEPXAEHUA NOANNHHOCTI) nonb3oBaTtenein NCIMAH;
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CpeAcTBa pasrpaHuyeHuns [oCcTyna 3aperncTpupoBaHHbIX MONb30BaTesNel
cuctembl K pecypcam  WCMAOH TBY3 «LUeHTp annepronorun u
NMMMYHonornn» Mwunnsapasa KBP;

cpeactBa  o6ecrneyeHMss M KOHTPONAA  LEe/IOCTHOCTM  MPOTrPaMMHbIX U
NH(OPMAaLMOHHBIX PECYPCOB;

cpefcTBa ONepaTMBHOIO KOHTPOA U perucTpaunm cobbiTuii 6e30nacHoOCTH;
KpunTtorpapuyeckune cpegcraa sawutol MNAH.

YcnewHoe nNpUMEHEHNEe TexXHUUYECKUX CpeacTB 3aluTbl Ha OCHOBaHUK

npuHuunoB (pasgen 5) npeanonaraeT, YTO BbIMOMHEHUE MNEPEUUCTEHHbIX HUXKE

TpeboBaHWii 06ecneyeHo OpraHM3alUMOHHbIMK (aAMUHUCTPATUBHBIMK) MepaMu W

ncnosab3yemMmbiMn dJI/I3I/I‘—IECKI/IMI/I cpegcteaMmu 3alllThI:

obecneyeHa puranyeckas LENOCTHOCTb BCeX KOMNOHEHT NCIAH;

Kaxablil coTpyaHuk (nonb3osatens WCIMAH) wauM rpynna nosnb3oBaTenen
NMeeT YHWKalbHOe CUCTEMHOE WMS W MUHUMaIbHO HeobXxoauMmble AN
BbINONHEHNS UM CBOUX (DYHKUMOHaNbHbIX 0643aHHOCTEW MONHOMOYMA MO
[OCTYyNny K pecypcam CUCTEMbI;

B UCIMAH NBY3 «LleHTp annepronoruv n ummyHonornm» MuH3gpasa KBP
pa3paboTka ¥ oTnagka nporpamm ocylecTtsnsgerca 3a npegenamu NCIAH, Ha
McnbITaTeNIbHbIX CTEHAAX;

BCE W3MEHEeHUs KOHMUrypaumm TexXHUYeCcKUX W MporpaMmmMHbIX CpPeacTs
NCIMAH Nnpon3BOAATCA CTPOro YCTaHOB/IEHHbLIM MOPAAKOM (PerucTpupyroTcs
N KOHTPONINPYIKOTCA) TONMbKO Ha OCHOBaHUM pPacnopskeHui pyKoBOACTBA
BY3 «LleHTp annepronornm n uMMyHonorunmn» MunHsgpaesa Kb6P;

ceTeBoe 060pyfoBaHMe (KOHUEHTPATOPbl, KOMMYTaTOpbl, MapLipyTU3aTopbl 1
T.N.) pacnonaraetca B MeCTaX, HeZOCTYMHbIX [ANA  MOCTOPOHHUX

(cneumanbHbIX NOMeLLeHUAX, WKagax, U T.0.);
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cneunanuctamu NbY3 «LleHTp annepronorun n UMMyHonornmn» MwuHsapasa
KBP ocyuwecTtBnsfeTca HenpepbiBHOE Yynpas/ieHWe W agMUHUCTpaTMBHAaA

noafepXka (hyHKLUMOHUPOBAHNSA CPEACTB 3allnThl.
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7 KoHTponb apdpekTnBHoctn C3MOH

KoHTponb  appektmBHOCTM  C3MOH  Oo/KeH  OCyuwecTBnsfeTca  Ha
nepuoanMyvyeckon  ocHoBe. Llenbld  KOHTpoONnd  3(PEKTUBHOCTU  ABNSAETCH
CBOEBPEMEHHOE  BbISIBIEHWE  HeHaanexawux pexumoB pabotel  C3MAH
(oTKNOYeHne CpeacTB 3aLmThI, HapyLleHune pexxnmMmoB 3almThI,
HeCaHKLUMOHNPOBAHHOE W3MEHeHMWe pexuma 3aWwutbl K T.0.), a TakKxXe
NPOrHo3MpoBaHMe W  MNPEBEHTMBHOE pearnpoBaHWe Ha  HOBble  Yrposbl
6e3zonacHocTu MAH.

KOHTpONb MOXeT NpoBOAMTLCA Kak afMUHUCTpaTopamu 6e30MacHOCTM
NCMaH (onepaTmBHbIi KOHTPO/b B npotecce NH(OPMaLMOHHOTIO
B3aumogenctema B WCIIQH), Tak W npuBleKaeMbiMW AN 3TON  Lenun
KOMNETEHTHbIMM  OpraHusauuamMu, WMeKLWMUMA  NULUEH3UK Ha 3TOT  BUA
featenbHocTn, a Takke @PCTIOK Poccum m ®CB Poccum B npegenax ux
KOMMNeTeHLNMN.

KOHTpONb MOXET OCyLecTBAATLCA afMUHNCTPATOPOM 6€30MacHOCTM Kak C
MOMOLLbIO LUTATHLIX CPEACTB CUCTeMbl 3awutbl [OH, TaKk M C MOMOLLLIO
creymanbHbIX MPOrpaMMHbIX CPeACcTB KOHTPONSA.

OueHKa apeKTMBHOCTN Mep 3awmTbl MAH NPOBOAUTCA C UCMOSIb30BAHUEM
TEXHUYECKUX W NPOrpaMMHbIX CPeAcTB KOHTPONA Ha NpegMeT COOTBETCTBMA

YCTaHOBNEHHbLIM TpGGOBaH nAam.
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8 Chepbl OTBETCTBEHHOCTM 3a 6e3onacHocTb MAH

OTBETCTBEHHbLIM 3a pa3paboTKy Mep W KOHTPONb Hafh obecneyeHUEM
6e30MacHOCTU MepCoHaNbHbIX fAaHHbIX ABMAAeTCA pPyKoBoAcTBO BY3 «LleHTp
annepronornm u wuMmyHonornm» MwuH3gpasa KBP. PykoBOANTENb MOXET
[enernposartb 4YacTb NOIHOMOYMIA N0 0b6ecneyeHN0 6€30MacHOCTU MepCOHaNbHbIX
JlaHHbIX.

Cdepa  OTBETCTBEHHOCTW  PYKOBOAUTENS BKNOYaeT  cnepyolyme
HanpasneHuns obecneyeHns 6esonacHocTn MNAH:

* [lnaHupoBaHMe 1 peannsauua Mep no obecneyeHnto 6esonacHocTn MAH;

«  AHanus yrpo3s 6esonacHoctu MAaH;

Pa3paboTkKy, BHeApeHWe, KOHTPONb WCMOMHEHUS WU NOAAepPXaHWe B
aKTyalbHOM COCTOSIHUM MOMAUTMK, PYKOBOACTB, KOHUeMNUWiA, npoueayp,
PernamMeHToB, WHCTPYKUWIA W APYrMX OpraHu3auMoHHbIX AOKYMEHTOB MO
obecneyeHnto 6e3o0nacHoOCTY;

e O6y4yeHue n nHhopMupoBaHue nonb3oBaTtenein MCMNAH, o nopaake paboThl C

MNAH ¥ cpeacTBamm 3aLlnThI;

o [pepoTBpalieHune, BbiSBNEHWE, pearmpoBaHve N paccnefoBaHue HapyLleHWN
6esonacHocTu MAH.

Mpn B3aMMOLEACTBMM CO CTOPOHHWMM OpraHm3auusamMy B cnydvasx, Korpa
COTPYLAHMKAM 3TMX OpraHu3aunini npefocTaBnseTca LOCTYN K O06beKTaM 3aliuThbl
(pas3gen 3), ¢ aTMMK opraHmM3aLuaMmn LONXKHO ObITb 3akno4veHo «CornaweHue o
KOH(umaeHunanbHoCcTh», 6o  «CornaweHne 0  co6MIOLeHUN  pexuma
6esonacHocTn MNAH npu BbiNOMHeHUM paboT B MCMAH». MoArotoBka TUMNOBbLIX
BapMaHTOB 3TUX CcoOrfaweHnn ocyulectsnsercd  twopuctamm  TBY3 «LleHTp

annepronornn u nUMMyHonorun» MwmnHsapasa KbP.



40

9 Mofenb HapyLnTens 6e30NacHOCTY

Moa Hapywwutenem B [BY3 «LleHTp annepronormm m MUMMYHONOTUN»

MwuH3gpasa KBP noHMMaeTCcsa MU0, KOTOPOE B pe3ynbTaTe YMbILW/IEHHbIX WU

HeYMbILUNEHHbIX 4eACTBUIN MOXKET HAHECTU yuLepb 06beKTaM 3aLLnThl.

Bce HapywmnTenu genarca Ha ase rpynnbi:

BHELLHWE HapyWnTenu - (puanyveckme nunua, He MMetoL e npasa nNpedbiBaHUA
Ha TeppuUTOPUN KOHTPOSIMPYEMOW 30HbI, B Npefeniax KOTOPOW pasmellaeTcs
o6opyposaHue NCIMAOH, a Takxe xpaHaTca MAH Ha 6YyMaXHbIX HOCUTENSAX;

BHYTPEHHWE HapyLIUTenu - uU3nyeckme nnua, MeroLLLme npaBo npebbiBaHUA
Ha TeppUTOPUN KOHTPONIMPYEMOWN 30HbI, B Mpefenax KOTOPOW pasMeLlaeTcs
o6opypoBaHue NCIMAOH, a Takxke xpaHaTca MAH Ha 6yMaXHbIX HOCUTENSIX.

Knaccngpmkauma  HapywwuTeneid  npepctasneHa B Mogenu  yrpos

6e30MacHOCTM MnepCcoHa/ibHbIX AaHHbIX.
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10 Mogenb yrpo3 6e30nacHoOCTU

Ona NCMNAH FBY3 «LeHTp annepronorum n MMmmyHonorum» MuH3gpaBsa

KEP BbifenswTcs CcnefytoliMe OCHOBHble KaTeropum Yyrpo3 6e30MnacHoCTy

MnepcoHanbHbIX AaHHbIX:

YTpo3bl OT YTEYKM NO TEXHUYECKUM KaHa/am.

YTpo3bl HECAHKLMOHMPOBAHHOTO A0CTYNA K MHopMaLnn.

YTpo3bl YHUUTOXEHUS, XULWEHUA annapatHbiX cpeacts MCIMAH HocuTenen
NHOopMaLmMn nyTem r3nyveckoro gocrtyna K anemertam NCI14H.

Yrpos3bl XULWEHNSA,  HeCaHKLMOHWPOBAHHOW MoAnKaLnm NIm
6/710KMpoBaHNs MHpoOpMaUMM 3a CYET HecaHKUMOHMPOBAHHOINO [AocTyna
(HCA) c npumeHeHneM nporpammMHO-annapaTHbiX U NPOrpaMMHbIX CPeAcTB
(B TOM umncne nporpamMHO-MaTEMaTUUYECKMX BO3AENCTBUN).

Yrpo3bl He npeAHaMepeHHbIX AeWCTBUI NONb30BaTeNE W  HapyLIEeHWUN
6e3onacHocTM (yHKunoHuposaHus CMAOH n C3MNAOH B ee cocTaBe u3-3a
cb60eB B nporpaMMHOM 06ecrneyeHnn, a TakXKe OT Yrpo3 HeaHTPOMOreHHOro
(cboeB  anmnapatypbl  K3-3a HeHafeXXHoCTH 3/1EMEHTOB, cboeB
3ANEKTPONUTaHNSA) U CTUXMIHOTO (YAapoB MOHMWIA, MOXapoB, HAaBOAHEHWNI U
T.M.) Xapakrepa.

Yrpo3bl NpefiHaMepeHHbIX AeACTBUIA BHYTPEHHUX HapyLUUTENENA.

Yrposbl HECAHKLUMOHNPOBAHHOIO AOCTYyNa N0 KaHanaM CBSA3MN.

OnuncaHne yrpos, BepOATHOCTb UX peannsayumn, onacHOCTb U aKTyanbHOCTb

npefacTaBneHsl B «Mogenum yrpos 6e30MacHOCTU MEPCOHANbHbLIX [aHHbIX B

NCTTAH».
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11 MexaHn3m peanusaynn NonoxeHus

Peanusaumnsa  lMonoxeHnusa  JO/MKHA  OCYLECTBASATLCA  HAa  OCHOBE
MepcneKTUBHbIX MPOrpaMm v MaaHoB, KOTOPble COCTaBAAKOTCA HA OCHOBAHUM U BO
NCMOMHEHNE:

e (peflepasibHbIX 3aKOHOB B o06nactm  obecneyeHMs  UHMOOPMaLMOHHOM
6e30MacHOCTM M 3alWnTbl MHPOPMaLUK;

*  nocTaHoBfeHuI MpaButenscTea Poccuiickon degepauunm;

*  PYKOBOAALWMX, OpraHn3aunoHHO-pacnopaanTenbHbIX WM METOANYECKUX
fokymeHTOB @ CTIK Poccuu;

e notpebHocten WCIMAH B cpeactBax obecnevyeHMs 6e30MacHOCTM

NHopmaLnn.
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12 MopsgoK paboTbl ¢ NepCcoHa/IbHbIMU JaHHLIMU COTPYAHNKOB

O643aHHOCTK paboTogaTens

B uensx mcnonHeHus TpeboBaHW 3akoHopaTenbcTBa PP npu obpaboTke
MepCcoHanbHbIX [aHHbIX, BCe pPabOTHUKN YUYpeXAeHUA [O/DKHbl  WUCMONMHATb
YCTaHOB/EHHbIV NOPALOK paboThl:

Pa6oTa C nepcoHanbHbIMW [AaHHbIMW PabOTHMKOB AO0/MKHA He HapylwaTb
TpeboBaHWn  3aKoHodaTenbcTBa P® ©  NOKafbHbIX HOPMATUBHbLIX aKTOB
opraHusayum, n fomkHa 6biTb HEMOCPEACTBEHHO CBfA3aHa C OCYLLECTB/IEHNEM UMK
CBOMX TPYAOBbIX (PYHKLMMN.

Mpu cbope n 06paboTKe MepcoHaNbHbIX AaHHbIX PaboTHUKa paboTodaTesb
JO/MKeH pykoBoAcTBoBaTbCcA KoHcTuUTyumein PP, TpypoBbiM Kogekcom PP i
NWHbIMU (hefiepanbHbIMWN 3aKOHAMMU.

MepcoHanbHble [faHHble PabOTHMKOB [AOMXKHbI OblTb MOMYYEHbl TOJbKO
HenocpeAcTBeHHO Yy Hero. Ecnm gna o6paboTKM ero gaHHbIX WAKM MUX NONYyYeHUs
NpuBNEKaeTca TPeTbW nuua, TO PaboTHUK [O/MKEH pfaTb npeABapuTesibHOe
NMCbMeHHOe cornacme Ha 2310. OJHOBPEMEHHO PabOTHUK [O/MKEH ObiTb
yBeflOM/IeH 0 Lenax cbopa MH(pOpPMaLMU, UCTOYHMKAX ee MOyYeHUs, a TakxkKe 0
MocneacTBMAX OTKasa OT MpefoCTaBfieHUss MUCbMEHHOro cornacug Ha cbop
NH(opMaLmnm.

MepcoHanbHble AaHHble paboTHMKA O ero MOMIMTUYECKUX, PENUTUO3HbIX U
MHbIX YOEeXAEeHUAX, 4YaCTHOW >KU3HWU, a TakKXKe YJIeHCTBe B O0OLLECTBEHHbIX U
MPO)COKO3HbIX OpraHM3aumax He nopsexar cbopy opraHusauuend, ecniv UHOe He
npeaycMOTPEHO 3aKOHOAAaTeIbCTBOM.

3awmnTta nepcoHaNnbHbIX AaHHbIX paboTHMKa [O/HKHA o06ecnevynBaTbCA
MONHOCTBLIO 3a CYET paboToaaTens.

YupexaeHve npu npuvemMe Ha paboTy, a Takxe Mpu N0ObIX U3MEHEHUAX
npaeun paboTbl C NEPCOHasIbHbIMK JaHHbIMKW 0053aHO MWCbMEHHO 3HaKOMUTb C

HAMW BCEX pa60THI/IKOB.
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YupexaeHne He UMeeT NnpaBo MPUHYXAaaTb pa6OTHI/IKOB K OTKa3y OT CBOUX

NpaB Ha 3alMTy NepCoOHaNbHbIX AaHHbIX.

O65a3aHHOCTM paboTHMKaA
PaboTHMK 0653aH:
Mepedatb paboTogaTentd BCe MNEPCOHabHble [AaHHble, YKasaHHble B
COOTBETCTBYHLMX AOKYMEHTAX.
B ycTaHOBNEHHbIA npaBuiamum CPOK coobuiate pabortogatento 06

N3MEHEHNN CBOUX NMEPCOHaAJ/IbHbLIX AaHHbIX.

Mepegaya nepcoHanbHbIX AaHHbIX
Mpun ocyulecTBAeHMM Mepedayn MepcoOHanbHbIX AaHHbIX PabOTHUKOB

TpeTbUM Nnuam pabotoaaTtenb 0653aH:

- He coo6uWaTb MepcoHanbHble fAaHHble 6e3 MO0AYYeHHOro MUCbMEHHOIO
cornacma  paboTHMKa, KpOMe cfydvaeB, Korga Takme 0653aHHOCTU
YCTaHOB/IEHbI 3aKOHOAATENIbCTBOM;

- He nepefaBaTb NepPCOHaNbHble AaHHble PabOTHMKA AN MCMNONb30BaHMSA B
KOMMEpPYECKUX LeNsx;

- TpeboBaTb OT TPETbMX NKUL, CObGMAOAEHUSA npaBua paboTbl C MepCOHaNbHbIMM
JaHHbIMKW, a TakKXe npeAoCTaB/NEHUS MUCbMEHHOFO0 MOATBEPXKAEHUS
MCNONb30BaHNS MNEPCOHANbHbIX AaHHbIX B MOPSAAKe, MPeAyCMOTPEHHbIX
HACTOSI MM MOMOXEHNEM O 3aLLMTe NEPCOHaNbHbIX JaHHbIX;

- paBaTb AOCTYNn K MepCOHaNbHbIM fAaHHbIM TOMNbKO /MUaM, WUMEKLLINUM
COOTBETCTBYIOLWMIA AONYCK U MCMOAb3YHOLWMX UX TONbKO ANS BbIMONHEHUS
KOHKPETHbIX MO/THOMOUNIA;

- He wucTpe6oBaTb WH(OPMALMIO O COCTOSAAHMM 340pPOBbA PaboOTHMKaA, 3a
NUCKNIOYEHNEM AaHHbIX, KOTOpPble MOFYT TMOBAUSATb Ha WCMONHEHWUE

PaboOTHUKOM CBOUX TPYAOBbIX 0653aHHOCTEN.
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3almTa nepcoHasibHbIX AaHHbIX Pab0THUKA

B pamkax peanu3aumm MyHKTOB HacToswero [lonoXeHus o 3awure
MepcoHabHbIX AaHHbIX PAOOTHUKOB, PYKOBOANTENb YUPEXAEHMA N34aeT NpuKa3 o
HazHayeHMW fNuua, OTBETCTBEHHOrO 3a co6nfdeHWe nopsigka paboTbl €
MepcoHanbHbIMW AaHHbIMW PabOTHUKOB, Ha KOTOPOM fnexaTt Bce 06583aHHOCTU MO
ob6ecneyeHn0 KOHPUAEHUMANbHOCTM NOMYYEHHbIX AaHHbIX, a TaK)Xe OpraHu3auum
paboTbl C HAMM.

Mepegava MHMOpPMaLMM NPOUCXOAUT TONbKO B MUCbMEHHOM Buae. 3anpoc
AO/MKEeH ObITb cAenaH B MUCbMEHHOM BUAE C yKa3aHWeM BCEX PEKBU3UTOB NuLa,
3anpawmBatollero uHhopmauuto. OTBeT A0MKEH ObiTb cAenaH Ha (PUPMEHHOM
6naHKe yupex[eHus U oTnpaBfeH NNM60 KYpPbepCKON CNyxX60iM, NM60 3aKa3HbIM
MUCbMOM.

Bce nony4yeHHble MNepcOHanbHble [AaHHble AO/MKHbI XPaHUTLCA B MECTE,
MCKOYaKoLLEM HeCcaHKLMOHNUPOBAHHbIX AOCTYN TPeTbUX ML,

ONEKTPOHHblE  HOCMTENM WHMDOopMauUUK, [AO0MKHbI  ObiTb  3aLMLLEHbI

KpMNTorpauuecknmu cpeacTBamm 3awuTbl MHopMaLmu.

OTBeTCTBEHHOCTb 3a pasriawleHue I/IHCt)OpMaLI,I/II/I, CBSI3aHHOWN C

nepcoHa/sibHbIM AaHHbLIMW pa60THI/IKa

lnya, npusHaHHble BUHOBHbLIMW B HapylleHWW TpebGoBaHWIA HACTOALLEro
MoNoXeHWs 0 3aliUTe NEepcoHaNbHbIX fAaHHbIX PAaGOTHUKOM, MPUBMEKAKTCS K
OUCUMNAVHAPHOW, aAMUHUCTPATUBHON, rpaXAaHCKO-MPaBOBOM U YrONOBHOI
OTBETCTBEHHOCTU, B MOPsAKe, MNPeAyCMOTPEHHOM 3aKOHOAaTeNbCTBOM Pd 1

NTOKaJ/IbHbIMW HOPMATUBHLIMW aKTaMW.
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13 TMopsgoK pa6boTbl ¢ NePCOHaNbHbIMU AaHHLIMU KOHTPAreHToB,
POACTBEHHWKOB (MpeAcTaBMTeNei) NauneHToB

MopsAfoK nony4vyeHnsa n 06paboTKM NepcoHaslbHbIX AaHHbIX
KOHTpareHToB, POACTBEHHUKOB (NpeAcTaBUTeNeil) NayneHToB

Mopn 06paboTKOM nAau MOHMMAETCS  MONy4YeHue, XpaHeHwe,
KOMOWHMPOBaHMe, nepegaya mnn noboe Apyroe MCnosib3oBaHWe MepPCOHaNbHbIX
AaHHbIX KOHTPareHToB, POACTBEHHMKOB (NpeAcTaBUTeNeld) NaLMeHTOB.

Pa6oTa C MepcoHaNbHbIMW [aHHbIMW KOHTPAreHTOB, PO/JCTBEHHWKOB
(npeacTaBuTenei) MauneHTOB  [0/XKHa He  HapyLiaTtb TpeboBaHU
3aKoHogaTenbCcTBa PP 1 noKanbHbIX HOPMATUBHbLIX aKTOB OpraHm3aLuu.

icnonb3oBaHMe MepCcoHanbHbIX JaHHbIX BO3MOXHO TO/IbKO B COOTBETCTBUU
C uensamu, OonpeaenvMBLUMMKU MX MonydeHue. lMepcoHanbHble fJaHHble He MOryT
OblTb UCMO/b30BaHbI B LIENAX MPUYNHEHNS UMYLLLECTBEHHOIO U MOpasbHOro Bpeaa
rpaxjaHam, 3aTpyfAHeHMs peanusayum npaB M cB060f rpaxpgaH Poccuiickol
(hesepaunn.

MopanokK 06paboTKM NepcoHanbHbIX AaHHbIX HAa OYMaXHbIX MaTepuanbHbIX
HOCUTENAX pernaMmeHTMpoBaH «VIHCTPyKUMel MO XpPaHEHUH MNepCOoHasbHbIX
AaHHbIX Ha OYyMaXHbIX HOCUTENAX W nNopsaaKy paboTbl WUCNONHUTENEW ¢
MepcoHaNbHbIMW  [JaHHbIMW  Ha OYMaXHbIX  HOCUTENsX  MHGopMaLun»,
YTBEPXXAEHHOI PYKOBOAUTENEM.

O6paboTka MepCoHanbHbIX AaHHbIX B aBTOMaTU3NPOBaHHbIX
MHOPMALMOHHbIX CUCTEMAX OCYLLECTBASETCA HA OCHOBaHWUN psila YTBEPXKAEHHbIX
PYKOBOAMUTENEM WHCTPYKUWUA, pernameHTMpyroLWmx 06paboTKy MnepcoHaNbHbIX

faHHbIX B UCTM OH.
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[locTyn K NepcoHasIbHbIM AaHHbIM

BHyTpeHHMIA gocTyn (4OCTYNn BHYTPU oOpraHusauuun) onpegensercs
nepevyHem NuL, MMeEKWUX [JOCTYN K MepCoHaNbHbIM [aHHbIM KOHTpareHToB,
POACTBEHHUKOB  (npefcTaBuTeNieid)  MauMeHTOB,  OMNpeAensercs  NPUKasoMm
PYyKOBOANUTENS.

BHewHnn goctyn:

K u4mcny MmaccoBblXx noTpebuTenieil nepcoHanbHbIX  AaHHbIX  BHe
opraHusaumm MOXXHO OTHECTM rOoCy[apCTBEHHble (hYHKLMOHa/IbHble CTPYKTYPbl:
Ha/loroBble WHCNEKLUN, MpaBOOXpPaHUTENbHbIE OpraHbl, OpraHbl CTaTUCTUKW,
BOEHKOMAaTbl, OpraHbl  COLMANbHOrO0 CTPaxoBaHWA, MNEHCUOHHble  (POHAbI,
nogpasgeneHma MyHuumnanbHbIX OpraHoB ynpasneHus;

Haa30pHO-KOHTPObHbIE OpraHbl UMEKT AOCTYN K MH(popMauum TONbKO B

chepe CBOE KOMNETEHUMN.

MpaBa 06513aHHOCTM 1 OTBETCTBEHHOCTb CyObeKTa NepcoHasbHbIX
AaHHbIX

3akpenseHue nNpaB CyObeKTOB MePCOHaNbHbIX laHHbIX, PernaMeHTUPYOL X
3alNTy ero nepcoHaNbHbIX AaHHbIX, 06ecrneyYnMBaeT COXPAHHOCTb MONIHOW W
TOYHOI MHOPMALUK O HeM.

B uensix 3aWWTbl MepPCOHaNbHbIX [AaHHbIX KOHTpPareHTbl (3aKOHHbIE
npeAcTaBUTENN) UMEIOT MPaBo:

- Tpe6oBaTb WCKNHOUEHUS WUNU WUCMNPABMEHUS HEBEPHbIX, WAW HEMOMHbIX
MepPCOoHaNbHbIX flaHHbIX, CBOBOAHbI GecnnaTHbIA AOCTYN K CBOUM MepcoHanbHbIM
AAaHHbIM, BK/OYas MNpaBO Ha MOMyYyeHMe KOMWUW HOBOW 3anucu, cofepiKallleil

MnepcoHas/ibHbIE AaHHbIE,
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- onpeaensTb CBOMX NpPeAcTaBUTENel Ans 3allUTbl CBOUX MEPCOHANbHbIX
[aHHbIX Ha COXPAHEHMWE W 3aLMTY CBOEI NIMUYHOI TalHbI.

MpaBa 0653aHHOCTM U OTBETCTBEHHOCTb OMepaTopa nepcoHasbHbIX
AaHHbIX

MepcoHasbHas OTBETCTBEHHOCTb - OAHO W3 T[NaBHbIX TpeGoBaHWUiA K
opraHu3aumMm yHKUUOHUPOBAHMS CUCTEMbI 3alMUThbl MEPCOHANbHOW MH(OPMaL MK
n 06s3aTenbHOe ycnoBme obecneyeHns ahHeKTUBHOCTM 3TOW CUCTEMBI.

HOpuandueckme u  (uanyeckne nuLa, B COOTBETCTBUM CO  CBOMMMU
MoNHOMOUMAMK, Bnagetowme wHhopmauueidi 0 rpaxgaHax, nonyvawouue wu
MCMONb3yloLLNe ee, HECYT OTBETCTBEHHOCTb B COOTBETCTBMM C 3aKOHOAATENIbCTBOM
Poccuiickoii defepaummn 3a HapyLleHMe pexuma 3aliuTbl, 06paboTKM U nopsaka
MCNONb30BaHMS 3TON UHDOPMALUN.

PyKoBoauTenb, paspewatwolmii - 4OoCTYyn COTPYAHWKA K  [OKYMEHTY,
coAepxalleMy  nepcoHanbHble  CBEAEHWS  KOHTpPareHToB, POACTBEHHWKOB
(npeacTaBMTeNeld) NauMeHTOB, HeCET NEPCOHaNbHYH OTBETCTBEHHOCTb 3a AaHHOe
paspeLleHue.

KaXablil COTPYAHWUK OpraHusauumn, nosydvarouuii ans pa6oTbl JOKYMEHT,
COAiepXKallMii nepcoHanbHble AaHHble, HeceT efVHONNYHYK OTBETCTBEHHOCTbL 3a
COXPAHHOCTb HOCUTENS U KOH(UAEHLNANLHOCTL UHDOPMALUN.

[lonyck K TMepcoHanbHbIM  [aHHbIM  KOHTPAreHToB, POACTBEHHWKOB
(npeacTaBuTENeil) NALMEHTOB APYFUX COTPYAHWKOB pa6oTodaTens, He UMELLUNX
Haanexatwmm o6pasom 0hopMIEHHOr0 A0CTYyNa, 3anpeLiaeTcs.

Mepefaya (06MeH U T.4.) NEPCOHANbHbIX AaHHbLIX MeXAy MoApasfeneHusMu
OCYLLECTBNSETCS TONbKO MeXAy COTPYAHWKAMM, UMeLWMMU  A0oCcTyn K
MEePCOHaNbHbIM  flaHHbIM KOHTPAareHToB, POACTBEHHUKOB (MpeacTaBuUTenein)
MaLueHToB.

3a HEMCNONHeHWe WAWM HeHaanexallee WCronHeHWe paboTHWKOM Mo ero

BMHE BO3/IOXXEHHbIX Ha Hero 06s3aHHOCTEN MO COOGMIOAEHUID YCTaHOB/IEHHOIO
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nopsiika paboTbl CO CBEAEHUAMU KOH(UAEHLMANLHOIO XapakTepa pa6oToAaTtesb
BNpaBe MNPUMEHSTb MPEAYCMOTPeHHble TpyaoBbiM KOAEKCOM AMCUUMANHAPHbIE

B3bICKaHUA.
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14 Oco6eHHOCTN 06paboTKM NEPCOHAbHbIX JaHHbIX 683 MCMoNb30BaHUS
CpefCcTB aBTOMaTM3aLUM

Mpu HeaBTOMaTM3MPOBaHHOM 06paboTKe pasNNyHbIX KaTeropumn
MepcoHanbHbIX AAaHHbIX LO/MKEH UCMONb30BaTbCA  OTAENIbHbIA  MaTepuanbHbIi
HOCUTeNb A5 KaXA0i KaTeropum nepcoHanbHbIX faHHbIX.

Mpn HeaBTOMATM3MPOBAHHON 06pPaboTKe NEPCOHA/IbHbIX AaHHbLIX Ha
OYMaXKHbIX HOCUTENSX:

- He jonyckaetcs (umkcayma Ha OflHOM OyMaXXHOM HoOcuUTese
MepcoHanbHbIX  AaHHbIX, Uenn  o06paboTKu KOTOpPbIX  3aBefoMO
HECOBMEeCTUMbI;

- NnepcoHanbHble JaHHble JO/MKHbI 060C06M1ATLCA  OT  WHOW MH(opmauuu, B
4aCTHOCTW NyTemM (MKcauum UX Ha OTAEeNIbHbIX OYMaXHbIX HOCUTENSX, B
crieymanbHbIX pasgenax WAy Ha nonax opm (61aHKOB);

- JOKYMEHTbI, CcofiepXKalline nepcoHanbHble AaHHble, (hOPMUPYIOTCA B  feNa
B 3aBMCUMOCTU OT Le/in 06paboTKN NepCoOHaNbHbIX AaHHbIX;

- jena  C [QOKYMeHTamu, COoAepXXalMMu MepcoHanbHble [faHHble, AOKHbI
MMEeTb BHYTPEHHWE ONUCKM  [OKYMEHTOB C yKasaHuem Lenm obpaboTku u
KaTeropum nepcoHasbHbIX AaHHbIX.

JOKYMeHTbl (HocuTenu MH(opMaLun), cogepxalwme nepcoHasbHble
[aHHble, [O/MKHbI XPaHUTLCA B CNYXEO6HbIX MOMELLEHNAX B HaLEXHO
3anMpaeMbIX K oreyvaTbiBaeMblIX WKadax (cendgax).

YHUUTOXeHMe unnm  o6e3nnmymBaHme 4acTu MepcoHanbHbIX AaHHbIX, €C/u
3TO JonyckKaeTcs maTepuasibHbIM HOCUTENEM, MOXET MPOU3BOAUTLCA CMOCO60M,
NCKKOYaKLWMM  JanbHeLWYy0 06paboTKy 3TUX MepcoHanbHbIX [aHHbIX, C
COXpaHeHMeM BO3MOXXHOCTM  06pabOTKM WMHbIX AaHHbIX, 3aDUKCUPOBAHHbLIX Ha

MaTepnasibHOM HOCUTESE.
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Mpwn HEeCOBMECTUMOCTM Leneit 06paboTKM MepcoHanbHbIX AaHHbIX,
3a)MKCMPOBaAHHbLIX Ha OAHOM MaTepuanbHOM HOCWUTENEe, eCAN  MaTepuasbHbIii
HOCUTEeNlb HE  MO3BOMSET OCYLLEeCTBAATbL  006pPabOTKY MepCOHaNbHbIX AaHHbIX
OTAEeNbHO oT APYrnx 3atMKCUPOBaHHbIX Ha TOM XXe HocuTene
MepCoHanbHbIX AaHHbIX, AO/MKHbI OblTb MNPUHATHI Mepbl N0 o0b6ecneyeHUto
pasfenbHOM 06paboTKM NEPCOHaNbHbIX AaHHbIX, B YACTHOCTU:

- npu HeobXxoaMMoCcTK MCNOMb30BaHUA WM PacnpoCcTPaHeHuns
onpeAeneHHbIX NEPCOHaNbHbIX JaHHbIX OTAENbHO OT  HaXoAAWMWXCHA  Ha
TOM )Xe maTtepuanbHOM HocuTene  APYrux MepcoHanbHbIX AaHHbIX
ocylecTBnseTcs KONMPOBaHME MNEPCOHaNbHbIX [AaHHbIX, MNOANEXaLlnX
pacnpocTpaHeHunto nnu MCNOMb30BaHMKO, CMOCOOOM, WCKIHOYaoLWNM
OlHOBPEMEHHOE  KOMWpPOBaHWe MepCOHanbHbIX AAHHbLIX, HE NOoANeXallnx
pacnpoCcTpaHeHNHo " MCMONb30BaHUID, U Mcnonb3yeTcs
(pacnpocTpaHseTcsl) KONusa NepcoHasnbHbIX JaHHbIX;

- NpM  HEOOXOAMMOCTM  YHUUTOXEHUS  MAM  BGIOKMPOBaHMSA yacTu
MepCoHanbHbIX AaHHbIX YHUYTOXAeTCAs WAM  OGNOKMPYETCS MaTepuanbHbIi
HOCUTENb C npeABapuUTeNbHbIM KONMPOBAHWEM CBefleHUil, He
nognexawmnx  YHUUYTOXEHUIO nnn - 6NOKMPOBaAHUIO,  CrOCO6OoM,
MCKNOYaKLWMM OAHOBPEMEHHOE KOMMPOBaHWE MEPCOHaNbHbIX  AaHHbIX,
NoANeXallnx YHUUTOXEHNO UK 6GI0KMPOBAHNIO.

YTOUYHEHUE MNEepPCOHaNbHbIX [AaHHbIX MPUW  OCYLLECTBMEHUM WUX 06PabOTKM
6e3 MCNoNb30BaHMA  CPeAcTB  aBTOMaTM3auMu  MPOM3BOAUTCS nyTem
OOHOBMEHUA WAW W3MEHEHUS [aHHbIX Ha MaTepuasbHOM HOCUTENEe, a €ecnu
3T0  He AONYCKAeTCs TEeXHUYECKMMW  OCOBEHHOCTAMM  MaTepuanbHOro
HOCUTensd, nyTeM QuUKcauum Ha TOM >XXKe MaTepuasibHOM HOCUTeNe CBeAeHUN
O BHOCMMbIX B HUX  W3MEHEHUSIX NM60 MyTem W3rOTOBNEHWS  HOBOrO

MaTepnasibHOro HocutTend C YTOYHEHHbLIMW TMEPCOHa/IbHbIMW AaHHLIMW.
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O6paboTKa MepcoHaNbHbIX AaHHbIX, OCYLLeCTBAseMass 6e3 MCNo/b30BaHUSA
CPeACTB aBTOMATU3aLMKU, AO/MKHA OCYLECTBNATbLCA TakuM 06pa3om, 4ToObl B
OTHOLUEHUWN KaXKA0W KaTeropuu NepcoHasibHbIX AaHHbIX MOXHO Obl0 ONpeaennTb
MeCTa XpaHeHWs MepCcoHanbHbIX [aHHbIX (MaTepuanbHbIX HOCUTENe) W
YCTaHOBUTb MePeYeHb NULL, OCYLLECTBAAWMX 06pab0TKY NEPCOHANbHbIX AaHHbIX
Nn60o MMEKLLMX K HUM AOCTYT.

Mpy XpaHEHMU MaTepuasibHbIX HOCUTENel AOMKHbLI CO6/0/4aTbCs YCNOBUS,
obecrneuymBalolMe COXPAaHHOCTb MNEPCOHaNbHbIX [aHHbIX W  UCK/oYaroLiue
HECAHKLMOHUPOBAHHbLIA K HUM [A0CTYM. XpaHeHWEe MepCoHaslbHbIX [JaHHbIX
(MaTepuanbHbIX HocuUTenein), 06paboTKa KOTOPbIX OCYLLECTBASAETCS B PasNUYHbIX

LEeNsxX JO/MKHO GblTb pasfenbHbIM.
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15 OxXnpaemblin apdeKT OT peanunsaunn MonoxxeHus

Peanunsauma MNMonoxexHuns 6esonacHoctn MAH B MCIAH No3BONUT:

OUEeHUTb cocTofHMe 6e3onacHoCTU  WMHMopmauun  WCIIAH, BbIABUTH
NCTOYHUKN BHYTPEHHUX U BHELIHMUX YIrpo3 MH(POPMaLMOHHOW 6e30nacHOCTH,
onpefennTb NPUOPUTETHbIE HaMpaBNeHUA MpefoTBpaLLeHUs, OTPAXKEHUA U
HenTpanusayum aTuX yrpos;

pas3paboTartb pacnopsigmTesibHble U HOPMATUBHO-METOAUYECKNE [LOKYMEHTHI
npumeHuTensHo K NCIMAH;

NpoBecTn Knaccupukaunto n ceptudukauuno NCrax;

NPOBECTN OpraHn3aLMOHHO-PEXUMHbIE W TeXHUYECKMEe MeponpuaTtnua no

ob6ecneyeHnto 6esonacHocTn MAH B NCIM AH;
ob6ecrneunTb HeOOXOANMBIV YPOBEHb 6€30MacHOCTU 06bEKTOB 3aLMUThI;

pas3paboTatb METOAMYECKME JOKYMEHTbI MO pasMelLeHuto, 060pya0BaHNIO U
OXpaHe MNOMELLEHWNI, TAe XPaHATCA MepcoHasibHble AaHHble, N0 XpPaHeHWUHo
MepCoOHaNbHbIX [aHHbIX Ha OYMaXHbIX HOCUTENAX W NOpAAKy paboThl
NCNONMHUTENIEN C NEepcoHaNbHbIMU [AAHHBIMU Ha OGYMaXKHbIX HOCUTENNAX
NHpOopMaLNK.

OcCyLLECTBNEHME 3TUX MEPONPUATUIA 06ECNEUNT CO3aaHNe eANHOM,

LIeNOCTHON W CKOOPAMHUPOBAHHOI CUCTEMbI UH(OPMALIMOHHONK 6€30MacHOCTU U

CO3/1aCT YC/0BMS AN ee AaNbHEeNlero coBepLIeHCTBOBaHUS.
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16 Cnncok ncnosib3oBaHHbIX UCTOYHNKOB

OCHOBHbIMU HOPMaTUBHO-MPaBOBbIMU n MeTO4NYEeCKUMN
AOKYMeHTaMu, Ha KOTopbIx 6asnpyeTcsa HacTosuwee MosioXXeHWe ABNAKOTCA:

depepanbHbini 3akoH oT 27.07.2006 1. Ne 152-®3 «O nepcoHanbHbIX
JaHHbIX» (panee - ®3 «O nepcoHanbHbIX [AaHHbIX»), YCTaHaBAUBaKOL Ui
OCHOBHble TMPUHUMNLI U YycnoBus o6paboTkm T[AH, npasa, 0683aHHOCTU W
OTBETCTBEHHOCTb YYaCTHUKOB OTHOLUEHWUI, CBA3AHHbLIX C 06paboTkon MAH.

«TpeboBaHMs K 3aliuTe MepCcoHaNbHbIX [aHHbIX Npu ux 06paboTke B
NH(OPMALNOHHbIX cucTemax NepCcoHasbHbIX NaHHbIX», YTBEPXKAEHbI
MocTaHoBneHnem lMpasutensctea P® o1 01.11.2012 r. Ne 1119.

«llonoxeHne 06 0COGEHHOCTAX 06pPaboOTKM MepcoHaNbHbIX AaHHbIX,
OCyLLecTBnsemMOin 6e3 MCMNO/b30BaHUA CPeACTB aBTOMaTM3auuu», YTBepXAeHHOoe
MocTaHoBNeHMeM NMpaBuTenscTea P® ot 15.09.2008 r. Ne 687.

MocTtaHoBneHne [paButensctBa Ne 211 oT 21 mapTta 2012 roga «O6
YTBEPXKAEHUN TMepeyHss Mep, HanpasBNeHHbIX Ha o6ecneyeHne BbINOMHEHMUS
0653aHHOCTEN, NpeayCcMOTPEHHbIX P3 «O NepCcoHanbHbIX AaHHbIX» W MPUHATLIMU
B COOTBETCTBMM C HWM HOPMATMBHLIMW NPaBOBbLIMM aKTamu, orepaTopamu,
ABNAOLWMUMUCA TOCYLAAPCTBEHHBIMWU WU MYHULUNAIbHBIMWU OpraHaMmmns».

«TpeboBaHuS K mMaTepuanbHbIM HOCUTeNsM OMOMETPUYECKUX
MepcoHasibHbIX [JaHHbIX W TEXHONOTMAM XpaHeHWs TakKuMX [aHHbIX BHe
NH(OPMaLMOHHbIX CUCTEM NepCcoHasbHbIX NaHHbIX, YTBEPXAEHHbIE
MocTaHoBneHneMm MpaBuTenbctea P® o1 06.07.2008 r. Ne 512.

HopmaTtuBHO-MeTOANYECKME  JOKYMeEHTbl  defepanbHO  CyX6bl Mo
TEXHUYECKOMY W 3KCNEepPTHOMY KOHTponto Poccuiickon Pepepaummn (fanee -
®CTIOK Poccum) no obecneyeHuto 6esonacHoctu MAH npu mx 06paboTKe B
NCrau:
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basoBas Mofenb yrpo3 6e30MacHOCTU MNEPCOHaNIbHbIX [AaHHbIX NpU KX
06paboTke B WMHMOPMALMOHHbLIX CUCTeMax MNepCOoHasbHbIX AaHHbIX, YTB. 3aMm.
anpektopa ®CTIK Poccun 15.02.08 T.

MeToaMKa OLEHKM Yrpo3 6e30MacHOCTM MHQOpMaLUN, YTBepXAeHHas
®CTIK Poccuun 5 depans 2021 roga.

Mpukaz ®CTIOK Poccum Ne21 ot 18 dheBpansa 2013 roga «O6 yTBepXAeHNM
CocTaBa M cofepXXaHus opraHu3auMoHHbIX U TEXHUYECKMX Mep No obecneyeHuto
6e30MacHOCTN NepCOoHasbHbIX AaHHbIX NPU UX 06paboTKe B MHMOPMAaLMOHHbLIX
cucTeMax nepcoHanbHbIX AaHHbIX».

Mpuka3 PepepancHon cnyxbbl 6e3onacHocTM Poccuitckoin defepaynm ot
10 wwona 2014 r. N 378 «0O6 ytBepxaeHun CocTtaBa M COAEpPXKaHUS
OpraHmM3aunoHHbIX W TeXHUYeCKUX Mep Mo obecrnevyeHUto 6e30MacHOCTU
MepCcoHanbHbIX fAaHHbIX MNpyu MX 06paboTKe B MHGPOPMALMOHHbLIX CUCTEMAX
MepcoHasbHbIX AaHHbIX C UCNOMb30BAHMEM CPEeACTB KPUMTOrpauyeckon 3awutbl
MH(opMaLun, Heo6Xo0AUMBIX A5 BbINOSIHEHMSA YCTAHOBNEHHbIX MMpaBUTENbCTBOM
Poccuiickoin ®epepaumn TpeboBaHMA K 3awuUTe MNepCOHaNbHbIX [AaHHbIX [ANS

KaXKA0ro 13 YPOBHEN 3alMLLEHHOCTU».

3amecTuTeNb NaBHOroO Bpaya
Mo opraHn3ayMoOHHO-MeTOANYECKON paboTe KaHykos M.P.





